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1.

INTRODUCTION

This document is intended to serve as a concept for the formalisation of a Disaster
Recovery Plan (“DRP”) relating to the following:

Financial Application Server Infrastructure (only for the application solutions listed
below)

Venus Financial Management Solution;
PayDay Salaries Solution.

Although Corporate Services is responsible for certain aspects of the Information,
Communication and Technology (“ICT”) infrastructure at the Pixley Ka Seme District
Municipality’s offices, this concept document has been developed as such that an all
encompassing DRP procedure can be developed.

Before any action is undertaken relating to drafting a DRP, the DRP checklist (Annexure A),
should be completed.

Any DRP implementation approach consists of:

Stage 1 — Initiation

Stage 2 - Risk Assessment (RA), Business Impact Analysis (BIA) and Strategy &
Policies

Stage 3 — Implementation

Stage 4 - Operational Management

1.1 PHASE1 - INITIATION

This phase will allow Pixley Ka Seme District Municipality to conduct an IT based Risk
Analysis and Business Impact Analysis. This will:

Identify the critical systems, applications and services

Provide a clearly defined recovery solution including recovery time objectives from
business (RTO)

Identify Risks and, where required, initiate strategies in terms of disaster recovery

Ensure that risks are managed and provide disaster recovery where appropriate and
to the appropriate level and cost

From the above Pixley Ka Seme District Municipality can produce an overall
recovery strategy and design a recovery solution that meets the customer’s business
requirements.

Pixley Ka Seme District Municipality will then be able to implement a disaster
recovery solution using the identified recovery site.
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1.2 PHASE 2 - PLAN DEVELOPMENT AND TESTING
In this phase the following needs to be produced:

« All technical recovery plans for disaster recovery of critical systems, services and
applications

« An opportunity to exercise those plans for the first time and identify/correct any
issues that arise

« Conduct a second exercise to include user testing and performance evaluation. This
exercise needs to be audited by the Municipality’'s internal auditors. A report will be
issued and distributed to the involved parties.

« Integrate the recovery process into the Pixley Ka Seme District Municipality’s Crisis
Management Plan.

o Accept the recovery solution as a formally acceptable solution.

1.3 PHASE 3 - PLAN MAINTENANCE AND ONGOING TESTING

At this point Pixley Ka Seme District Municipality will be in a position to initiate an ongoing
IT Service Continuity management cycle, working through change control processes to
ensure that the disaster recovery process remains effective and fully functional.
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2. DISASTER DEFINITION

2.1 OBJECTIVES OF THE PLAN

The objectives of the plan will be to ensure an ongoing service relating to hardware
infrastructure, application software and services as supplied by various suppliers to Pixley
Ka Seme District Municipality.

2.2 SCOPE OF THE PLAN

The scope of the plan is to implement a workable DRP to enable Pixley ka Seme District
Municipality access to processing facilities and data residing within the application
solutions, supplied by BCX, at all times. Data should be secure and backup should be
available at all times.

2.2.1 Plan management and administration

Pixley ka Seme District Municipality will have ownership of and manage the DRP, whilst, if
required, identified supplier Business Connexion (BCX) will assist in the administration of
the plan.

2.2.2 Plan for IT disaster and recovery

The DRP must incorporate the recovery of the computer equipment and data, as specified
under paragraph 1 above, in the event of a disaster.

2.2.3 Plan for Business Continuity

In the event of disaster, the continuity of business must be as normal as possible. It is
therefore essential that the Municipality specify and document the Business Processes
necessary in order to ensure business continuity. An example of this being:

¢ Payment of Salaries;
e Creditors Payments;
e Monthly Reporting.

In the event of a disaster such specified business processes will have preference until such
time that the service has been restored to normal.
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Please refer to Annexure B — Priorities, which will assist in rating the applications in use by
the Municipality.

3. DISASTER NOTIFICATION AND PLAN ACTIVATION

3.1 INITIATE PROCEDURE.

In the event of a disaster the DRP procedure must be initiated immediately. This plan must
be stored on-site as well as off-site.

In order to initiate the process a DRP Management Committee needs to exist. Please refer
to Annexure “B” — Disaster Recovery Team for an example of the personnel necessary
(including their duties in the event of a disaster) that would make up the DRP team

3.2 DAMAGE ASSESSMENT

All damage to the following must be assessed immediately after the disaster: -

Main Server

Printers

Personal computers

Network Infrastructure
Furniture

Buildings and infrastructures
Possible injuries to personnel.

3.3 DETERMINE STRATEGY

Should the above been damaged to such an extent that it is unusable, a strategy should be
determined as to how the service centre could be activated again to be in operation as soon
as possible.

3.4 ACTIVATE RECOVERY SITE

The recovery site, which is situated at XXXXXXXX and the responsibility of Pixley Ka Seme
District Municipality, must be activated immediately after the disaster.
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3.5 MoVvE BACKUP [V/ATERIALS

Should backup materials be recoverable it should be moved to the recovery site. Should it
not be recoverable the backup materials, which is stored off-site, must be moved to the
recovery site. A copy of all backups must be stored off site.

Backups are the responsibility of the Municipality
3.6  NOTIFY AFFECTED STAFF
Affected staff must be notified immediately regarding the following: -

o The disaster itself;
¢ The move to the backup site;
o Estimated time span for recovery.

3.7 ORDER NEW EQUIPMENT

In the case of equipment and furniture been damage beyond repairs approval must be
obtained.

BCX need to ensure the replacement of the server only — all other equipment / furniture etc.
is the responsibility of Pixley Ka Seme District Municipality.

3.8 CORRECT/MONITOR PROBLEMS.

All procedures must be monitored and should any problems occur it must be rectified
immediately.

4. SYSTEM AND DEPARTMENTAL PROCEDURE

4.1  INSTALL AND TEST EQUIPMENT

On arrival, the new equipment must be installed and tested at the backup site.
4.2 RECOVER AND T£S1 OPERATING SYSTEM AND APPLICATIONS

All operating systems and application software must be recovered from backup tapes; it
should then be tested and verified by the users.
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UPDATE TO POINT OF DISASTER

Users must establish to which point data was updated at the time of the disaster and
determine the backlog.

4.4 PROCESS BACKLOG

The backlog must be processed from the time the disaster occurred. The users must verify
this.

4.5 CONFIGURE AND TEST NETWORK

The network must be configured and tested.

4.6 EsTABLISH COMMUNICATIONS

Communications must be established between the users and the control centre.
ESTABLISH CONTROLS

A Control Centre must establish a control centre to monitor the process.

5. PRIMARY SITE PROCEDURE

5.1 ESTABLISH SITE SECURITY

Security at the backup site must be established to prevent possible new disasters.
5.2 DO A DETAILED DAMAGE ASSESSMENT

A detailed assessment of the damage to equipment must be done in conjunction with the
appointed assessors.

5.3 OBTAIN CONTRACTOR AND VENDOR ESTIMATES

Estimated amounts for the repairs/replacement of equipment must be obtained from

conftractors.
C/ ( /( (



5.4 COMPILE SALVAGE PLAN
Should any equipment be repairable, a salvage plan must be compiled.

The Municipality must salvage any repairable equipment and hand it over to the appointed
contractor for repairs.

5.5 MONITOR PROGRESS

The control centre staff must monitor the progress and take the necessary steps to rectify

any problems that could occur.
J (K "
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6. RE-ESTABLISHMENT OF NORMAL OPERATIONS

6.1  ORDER REPLACEMENT FURNITURE AND EQUIPMENT

Replacement furniture and equipment must be ordered.

6.2  INSTALL AND TEST EQUIPMENT

The Municipality / BCX must install and test the equipment in conjunction with the users.
6.3 BACKUP PRIOR TO MOVE

The backup prior to the move must be restored and tested by the users.

6.4 RECOVER AND TEST OPERATING SYSTEM AND APPLICATIONS

Operation systems and applications must be restored and verified by BCX / the Municipality
in conjunction with the users.

6.5 CONTROL AND MONITOR COMPLETENESS AND ACCURACY OF MIGRATION

The completeness and migration of systems must be controlled and monitored by the
Municipality / BCX staff. The users must verify the data after migration.

6.6 PROCESS BACKLOG

Should there be any backlog in data processing this must be brought up to date.
6.7 CONFIGURE AND TEST NETWORK

The new network must be configured and tested.

6.8 RETURN TO NORMAL PROCESSING

All system users need to be informed that operations have returned to normal.
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7. POST RECOVERY REVIEW

7.1  CONDUCT POST-DISASTER REVIEW

A post disaster review must be conducted between the Municipality / BCX and the users.
7.2  UPDATE PLANS IF NECESSARY

All plans must be updated where necessary.

8. PLAN MAINTENANCE AND TESTING
8.1 DEFINITION OF RESPONSIBILITIES

The Municipality is responsible to execute and control this DRP at all times. If relevant BCX
is responsible for ensuring that the DRP recovery Site is available during a disaster.

8.2  STAFF TRAINING

All Pixley Ka Seme District Municipality staff and users must be trained to be fully aware of
the contents of the DRP.

8.3 PLAN MAINTENANCE
IT Support is responsible to maintain the DRP.
8.4 PLAN TESTING

IT Support is responsible to test the DRP at least once a year.

L
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APPENDIX A — DRP CHECKLIST

Now that Pixley Ka Seme District Municipality has completed an impact/risk analysis and
has realized that a disaster recovery plan is essential if they are to survive a major disaster,
they need to take an inventory of their current environment and any future planned
improvements.

It is essential for the Municipality to have full knowledge of their present situation and their
plans for the future so that they can organize and schedule their future tasks. The checklist
below will help the Municipality note some of their; existing controls, which are already
protecting the organizations assets. Other items on the checklist may prove to be good
business practices and easily incorporated into the present operation.

The checklist has been broken down into major categories:

General Overview

Data Centre Facility
Data Entry

Data Control

Computer Room

Tape Library
Telecommunications
Technical Support
Database Administration
Internal Audit

Insurance

Backup Facility and Reciprocal Agreements

Many of the categories relate directly to sections in the MIS Contingency Plan. After each
question is space to answer: YES, NO or Work in Progress (WIP).

There is also a place to enter a notation as to who is assigned to complete the item or what
action is planned. The checklist is designed to be a working paper that can be updated as

events occur.
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Questions - General Overview

'YE
s [NO
1. If a major disaster to your data centre occurred today,

could your organization survive?

wi
P

52. Have you recently completed an Impact/Risk Analysis? X

3. Do you know the total rand amount of your exposure? X

4. Have you prioritized all of your programs? X

5. Have you listed the maximum downtime for all of your
lsystems?

6. Have you listed the objectives of a disaster plan and the

assumptions it includes? X

7. Do you have a disaster plan, and is it current?

8. Does the Plan include backup facilities?

a) Hot backup site?
b) Cold site?
¢) Reciprocal agreement?

9. Does the backup facility inform you when there is a
change in hardware or software!

10. Have you determined the cost of a disaster plan
including:

a) Initial cost?
b) Development cost?
¢) Maintenance cost?

11. Has the plan been approved by top management? X

12. Do you have a Disaster Planning Coordinator!

13,

| 3. Is someone assigned to update the plan?

14. Does the plan use a team approach?

15. Do you have people assigned to lead each team?

UL

X‘><|><><

IASSIGN/ACTI
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i16. Is the same person assigned to lead more than one
Eteam?

17. Are names and phone numbers updated regularly?

18. Has the plan been reviewed by the Internal Audit,
iSecurity, and Insurance Departments?

i19. Does the plan provide for recovery from a major
;disaster, and can it be adjusted for a less severe
.occurrence!

§20. Has the plan been tested using only material stored off-
Esite?

321. Is the plan tested at least every 6 months?

i22' Has the plan been updated as a result of the testing?

23. Have you ever initiated a surprise test!

24. Does the plan provide instructions for: Emergency
procedures?

Organizational structure following a disaster?

Off-site storage for all recovery material!

25. Does the off-site storage have 24-hour access, physical
security, vaulting, fire protection, courier service, round trip
travel time of less than 1 hour, access only by authorized
persons?

126. Are the tapes secured in a separately controlled room X
iwithin the secured area?

27. Is all system documentation, except program listings,
kept in fireproof storage when not in use?

128. Are there written instructions that define the
responsibilities that personal computer (PC) users have for
;backing up and protecting their files?

%29. Have these instructions been given to all PC users?

:30. Have all data centre personnel been advised about the
%confidentiality of all information they work with?

e
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Questions - DATA CENTRE FACILITY

'YES NO |WIP ASSIGN/ACTION

1. Are there signs outside identifying the data centre? ’

2. Is the building protected by security guards, fences,
!alarm systems, and/or closed-circuit monitoring!

3. Is wiring for all security and alarm systems passed
jthrough conduit? '

4. Do the guards make scheduled rounds of the building! ’

5. If no guards are used, are the people responsible for
’security trained by security professionals?

6. Has someone been assigned the responsibility for
security of the data centre, company, or building?

7. Are security personnel or computer room personnel on
site at all times?
|

8. Is there card access to the facility and various areas in
ithe facility?

9. Are identification badges worn by all employees?

10. Are visitors required to sign in and sign out?

11. Is there security at the receiving area?

12. Is there an Office/Building Emergency Booklet
published that includes:

a) Medical emergencies?

b) Fire emergency procedures?
¢) Evacuation procedures?

d) Bomb threats?

e) Security violations?

f) Electrical failures?

13. Has someone been assigned to provide information,
instruction, and supervision for the list in Item 127

14. Are evacuation route drawings posted in all

ihallways?
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!15. Have all occupants been instructed and trained in
|emergency procedures?

16. Are fire drills conducted on a regular basis under the
i;supervision of your local fire marshal!

i17. Is there a written termination procedure that includes
ia checklist of items to be returned to the company, such

Eas keys, ID badges, card access, etc.!

|
18. Are all employees required to take vacation time so
others can perform their duties?

19. Do all areas of ali buildings have a fire alarm system!

20. Has the fire detection and extinguishing equipment
.Ebeen tested and/or inspected in the past 6 months?

21. Does the insurance company or fire department
Imake annual fire inspections!

1;'22. Is the storage area for forms and supplies protected
;with sprinklers?

;23. Are smoke detectors located in the storage area? ‘

O/

X
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Questions - COMPUTER ROOM

'YES INO |WIP 'ASSIGN/ACTION

1. Is access to the computer room restricted? X ‘ l

2. Are only the computer operators allowed to operate the
computer?

I3. Is the room protected by Halon, CO2 or sprinklers! X ‘

4. Are smoke detectors located: In the ceiling?
Under the raised floor! X
iIn the air conditioning ducts?

5. Will the smoke detectors operate even if there is a
power outage!

i6. Are fire extinguishers located at all exit doors? X

,7. Are water detectors located under the floor? ' X

! -
i8. Are waterproof covers stored in the computer room for
;emergencies?

9. Is a UPS system installed for short power outages? X

10. Is a generator available for extended power outages? X

11. Is there emergency lighting in the computer room? X

12. Is there an emergency Power-Off switch located at the
exits?

Esupport the computer hardware should one system fail?

14. Will an alarm sound if the air conditioning system is
turned off?

X
13. Is there more than one cooling system that will ’[X'
X
) i
15. Is the temperature and humidity monitored? ’X l
X

16. Will some type of visible or audible alarm sound if the

limits are exceeded?
(\/ \t’ ‘ 18



117. Are fire doors installed at all’entrances to the
computer room?

18. Are check forms stored in a secured room!

19. Are there written instructions for powering up and
powering down the system?

20. Are there written instructions for actions to take in an
emergency!

121. Is there a copy of the MIS Contingency Plan in the
computer room!

22. Is a procedure library used that contains all the job
control necessary to execute job streams?

23. Is there a formal scheduling system, either
computerized or manual?

24. |s someone assigned to review the schedule and
enter all control record information!

25. Is the entering of control records and similar job
control Functions eliminated from operator intervention?

26. Are tape mounts controlled by a tape- librarian
system!

27. Does a supervisor review reasons why an operator
overrides the tape-librarian system?

128. Does operations management review the console log
and error listing to ensure that identifiable errors are
corrected and recurring errors are prevented?

29. Are there written restart procedures for all production
systems?

:30. Do the restart procedures indicate that other systems
'may have to be reprocessed even though they completed
isuccessfully!

;31. Do all high priority systems have detail recovery
procedures documented?
i

i32. Are all problems in the computer room documented?

UK

—
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133. Are metered hours correlated to lapsed time if
practical?

34. Is there a formal Problem Management system, where
computer room problems are reviewed by members from
operations and programming and remedies assigned?

35. Is all down time reviewed by operations
management?

36. Is all production job control reviewed by the
operations department after testing is completed and
before programs are turned over for production?

37. Are there Run Manuals for all production applications!

38. Do the operators have easy access to the Run
Manuals?

39. Are duplicate copies of the Run Manuals stored off
Isite?

40. Is all special processing for quarterly or annual runs
properly documented?
i

i41. Are batch jobs scheduled for each shift?

42. Is there a computerized job-accounting system!

43. |s the job-accounting report reviewed to determine
any unusual run patterns?

44. Are all new systems reviewed for proper file rotation to
off-site storage!

45. |s there a list of all computer hardware including serial
numbers, communication equipment and lines, power
requirements, cooling requirements, floor space
requirements, and acceptable substitute equipment for all
%the above; and is a copy of this list stored off-site?

46. Is there a cable layout diagram and plug connector
description for the current equipment, and is a copy
stored off site?

47. Is a Vendor Information sheet maintained for all
vendors supplying computer equipment and supplies?

oL

X
X
X
X
%]
X
X
X
X
X
X
X
X
X
X
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48. Have you asked a used hardware vendor for a list of
iavailable equipment, in preparation for an emergency!

49. Are the following backed up daily and rotated off site:
a) Procedure library?
b) Tape library?
¢) Job scheduling?

50. Is there a formal procedure for obsoleting a program?

51. Are the backup procedures documented and a copy
stored off-site?

52. Are there any water pipes near or above the computer
room?

53. Is there a threat of water leakage from nearby areas:
ikitchen, rest rooms, janitor closet, drinking fountain?

oy

X
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Questions —TAPE LIBRARY

1. Is the tape library protected by Halon, CO, or
sprinklers!

2. Are smoke detectors located in the tape library?
3. Does the entrance to the tape library have a fire door?
4. Does the tape library have emergency lights!

5. Is access to the tape library restricted by card access
or other security?

6. Is a fire extinguisher mounted outside the door to the
tape library?

7. Has the tape library become a storage area for items
other than tapes?

8. Does the off-site storage for tapes have security, fire
protection, 24-hour access, bonded pickup and delivery?
i

UL

'YES |NO IWIP ASSIGN/ACTION

X
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Questions - TECHNICAL SUPPORT

i1. Is the operating system backed up and rotated off site!
|2. Is a list maintained of all operating system software?

l3. Are the people in the department cross- trained so that
ieveryone has backup?

4. Are all responsibilities, duties, and procedures
documented and a copy stored off site!

15. Is a Vendor Information sheet maintained for all
'vendors supplying software?

6. Have provisions been made for purchased software to
execute on another system during an emergency?

7. Is a copy of the SYSGEN parameters stored off site?

8. Is there complete documentation explaining how to
ibring up the operating system at the backup facility?

9. Is the utilization of all disk devices documented?

10. Has a plan been formulated on how alternate disk
devices would be utilized?

i11. Is there documentation explaining how to modify the
'JCL to execute at the backup facility?

7 /¢

~

'YES INO ‘WIP ASSIGN/ACTION

X

o

X

i
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Questions - DATABASE ADMINISTRATION

'YESINO |WIP ASSIGN/ACTION

1. Are all databases identified? X

2. Are all programs that update each database identified? X

3. Is the activity that updates the database continually X
logged?

4. Are all programs that access each database identified! |X

5. Are databases backed up and rotated off site? X

6. Are audit trails available that identify databases that are

filing up, and are these reports available on a daily basis? "
7. Are there documented procedures on how to test the X
validity of each database after it is restored?

8. Is there documentation that identifies multiple

databases that must be kept synchronized with each

‘other?

l

>

e
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Questions - INTERNAL AUDIT

|1. Have you reviewed the MIS Contingency Plan?

2. Have you observed a recovery test that only used
material stored offsite?

13. Do you periodically review the data centre operation
and make written recommendations on improvements to
‘procedures, security, and controls?

4. Are user departments required to balance computer
joutput to manual control totals for audit and security?

15. Do you save test data to process through cash
disbursement systems producing predetermined results!

'YES NO WIP ASSIGN/ACTION

X

X
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Questions - INSURANCE

1. Has the data centre management been informed as to
the do’s and don’ts concerning insurance following a
disastrous event?

2. Does the insurance policy include business interruption
coverage?

3. Is another department in the organization responsible
for insurance protection?

4. Do you have a copy of the insurance policy?
5. Have you reviewed the coverage in the past year!

6. Do you have an annual formal review of your insurance
coverage with the insurance carrier?

{7. Does the insurance coverage include data processing
ihardware and software!

8. Did you perform a risk/impact analysis for the data
centre?

'YES INO |WIP |ASSIGN/ACTION
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Questions - BACKUP FACILITY

1. Do you currently subscribe to a fully-equipped backup
facility?

2. Is the backup facility located at a distance that will
ensure that an area-wide disaster will not affect the
facility?

3. Is the security at the backup facility at least as good as
the security at your current facility?

4. Have you ever used the backup facility as part of a
mock disaster?

5. Does the backup facility have adequate hours available
for testing?

'YES NO WIP |ASSIGN/ACTION

—ﬁi—l pes
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Questions - RECIPROCAL AGREEMENTS

1. Do you have a formal reciprocal agreement currently in

effect?

2. Does the other organization’s computer have time
available to share with you?

3. Does your computer have time available to share with
another organization?

4. Are both computer systems compatible?

5. Do both computer systems have the capacity to
process critical applications for both organizations at the
same time?

i6. Is the operating system software compatible?

7. Is there sufficient tape and disk capacity and
compatibility?

8. Will your communication network quickly connect with
the other organization’s computer?

9. Does either data centre have specialized hardware
such as laser printers or cartridge tape drives?

10. Have both organizations agreed to notify the other
about changes in hardware or software?

11. Will your purchased software execute at the other
idata centre?

[12. Have you tested a critical application at the other data

icentre?

13. Is there temporary storage available at the other data
centre For printer forms?

14. Is there temporary storage available at the other data
centre for your tape library?

!:5. Is there temporary office space available at the other

VS

'YES INO [WIP |ASSIGN/ACTION

X
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data centre for operations support personnel?
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APPENDIX B - PRIORITIES

1 RATE ALL SYSTEMS WITH THEIR PRIORITIES

The principal Real of MIS is to provide the ability to quickly restore service for critical
applications when there is a serious failure or disruption of regular operations because of
fire, natural hazards, power failures, or other causes. The purpose for identification of
critical systems is to establish an approach to disaster-recovery planning that will outline
functions both before and after a disaster leading to full restoration of services. The
planning must be sufficiently detailed so that major decisions will be made prior to, and not
immediately after, a serious situation occurs. If a disaster or serious failure does occur,
there will be enough confusion and stress without worrying about who does what and how.

The continuation of a large percentage of the MIS operations at an alternate site
immediately after a disruption is rarely logistically, technically, or economically feasible. It is
seldom essential, since the tasks performed are not all of equal importance. This relative
importance of the various functions must be analyzed. The following procedures are
designed to step through the business functions in priority order.

It should be assumed that some reduced level of MIS operations must be endured during
the primary post-disaster recovery period. For planning purposes, two key issues need to
be determined: for which applications is post-disaster survival critical, and which critical
applications need urgent attention when the recovery effort begins.

The following information will help in these evaluations. The process will help identify the
critical standing of an application within the business. The technique uses seven factors
that can help identify an application’s vulnerability to performance degradation when a
disaster occurs as well as the constraints that may be present when the application must be
restored.

The seven factors are:
1. The time that can elapse before the application recovers after a disaster
The unique resources required if the application is to be restored
The application’s ability to withstand relocation during restoration
The MIS Operations staffs experience in testing the restoration process

S S

The limits on loss that can be tolerated if application restoration is delayed or not
possible

o

Structural or operational defects that may be present in the application
7. Security considerations regarding structure or performance

"
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Collectively, these factors establish the relative importance of the post-disaster recovery of
specific applications.

Individual factor ratings are developed as follows:

Ratings: Time

5 Required to reach median operational level 4 to 6 hrs after disaster

4 Required to reach median operational level 7 to 12 hrs after disaster
3 Required to reach median operational level 13 to 24 hrs after disaster
2 Required to reach median operational level 25 to 48 hrs after disaster

0 No time constraints

Ratings: Unique Resources

5 Adequate restorations require full recovery of a unique database and/or custom
software/hardware and/or non-dial-up telecommunications facilities

4 Can operate adequately on dial-up basis if all other unique resources are available

3 Can be restored to an adequate operational state with only partial recovery of key
resources (i.e., by using the current/backup version of the database)

2 No unique resources required for restoration

0 Can operate during the post-disaster recovery period with some
features/subsystems disabled

Ratings: Relocatability

o 5 Application cannot be successfully restored at other than the prime
processing/operating site

e 3 Application can be relocated successfully but with a delay exceeding the
application time factor

¢ 0 No difficulty anticipated in application relocation

Ratings: Experience

¢ 5 Currently assigned MIS operations staff has not successfully tested application
restoration process

e 3 Application has been successfully restored in test after a significant delay

* 0 No delays or other problems encountered during successful recovery testing
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Ratings: Loss Toleration

¢ 5 Failure to restore within time/feature constraints will likely lead to monetary loss
exceeding established management tolerance

e 4 Failure to restore within time/feature constraints will create problem with major
customers/suppliers/union groups/regulators that would exceed
management/operational tolerance

e 2 Must be restored successfully, but loss problems associated with incomplete or
delayed restoration can be tolerated

e 0 No loss problems anticipated through delayed or incomplete restoration

Ratings: Operational Defects

e 5 Successful restoration and normal operation requires direct involvement of key
programmer and operator

e 4 Application lacks current documentation and/or is scheduled for major overhaul

e 3 Application has demonstrated sensitivity to changes in data input volume, mix,
and/or quality, and/ or has evidenced significant failure rates

e 0 No known defects

Ratings: Security Considerations

e 5 Application contains corporate-sensitive and/or proprietary and/or
employee/customer personal privacy data

o 4 Application controls funds disbursement or otherwise affects custody over
assets

¢ 0 No special security considerations required beyond exercise of due care during
restoration processing

Using this assessment technique will result in a ranking of application systems in terms
of relative importance.

The maximum score for any application, 35, identifies the most critical systems.

The ranking provides a guide for proper allocation of limited resources during the post-
recovery period.

L
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APPENDIX C: DISASTER RECOVERY TEAM

1. MIS ORGANIZATIONAL CHART

Except for the Corporate Services Department and the Internal Audit Department teams, all
of the team members belong to the MIS Department, which in the case of Pixley Ka Seme
District Municipality would be the Finance Department. Therefore, it is important to note the
organizational responsibilities and authority the remaining members have. The
Municipality’s organizational chart will identify the normal chain of command.

XXX MIS ORGANIZATIONAL CHART SHOULD BE PLACED HERE
2. DESCRIPTION AND RESPONSIBILITIES
Disaster Planning Coordinator

The Municipality’s Chief Financial Officer (“CFQO”) will be given the responsibility of Disaster
Planning Coordinator and will coordinate the activities stated in this Plan.

As the Plan is being formulated, he will be responsible for accumulating all of the
information that needs to be included. Most of the data already exists in the organization
but is not in a useful form. As people are assigned their duties, their names, addresses, and
phone numbers have to be entered in the various parts of the Plan, as the addresses and
phone numbers change, the master copy of the Plan is updated, and, every six months to a
year, updates are distributed.

After the original version of the Plan is completed, copies are made and distributed to team
captains and their alternates. Copies are also secured at all locations named in the Plan.
The copies are to be kept at the employee’s homes and not in their desks at the office. If a
major disaster occurs, their offices may be destroyed.

All activities in the Plan need to be tested. This not only ensures that the procedures work,
but also acts as a training exercise for the various teams. The Coordinator will schedule
testing and document the success or failure. He will prepare reports for management and
for the Internal Audit Department. When tests fail, he will work with the team captain to
resolve the problem and schedule another test.

Numerous seminars and meetings on disaster recovery are available, and the Disaster
Planning Coordinator represents his organization at these meetings. He will stay current
with state-of-the-art information and procedures and will present this information to his
organization. As hardware, software, and communications are updated at his facility, he will
communicate with the hot backup site to ensure that it can adequately support all critical

systems.
Cx
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Emergency Management Team

Team Captain:
Disaster Management Officer: Mr. F. Novoyizana
Alternate: As assigned

Responsibilities:

¢ Supervise the initial reaction to the disaster and ensure that organizational property
and lives are secured.

e Make an assessment of the damage.
¢ Determine to what extent the MIS Contingency Plan will be implemented.
e Notify senior management.

¢ Call team captains and begin the disaster recovery plan.

Team Members:

Manager of Computer Operations:

Database Administrator:

Manager of Technical Support:

Manager of Special Projects:

Disaster Planning Coordinator:

Disaster Recovery Functions:

e Set up a Control Centre per the instructions of the Plan so that all operations will be
channelled through one area.

¢ Distribute the phone number to all teams and emphasize the use of the phone only
or necessary information.

¢ Notify the backup facility of your intentions to use it.

e Start using the Disaster Recovery Logs for all operations.

e Supply senior management with scheduled updates on status.
¢ Notify all users of the status of the computer facility.

e Arrange for any additional professional help.

o Coordinate interviews to fill any vacancies.
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OPERATIONS Team

Team Captain:
IT Support: M. Plaatjies

Alternate: As assigned

Responsibilities:

¢ Restore files and operate system at the hot backup site.
¢ Prepare operations schedule at hot backup site.

o Coordinate activities necessary to restore facility at the existing or new permanent
location.

e Order and install computer hardware necessary for normal processing at permanent
location.

Team Members:

Operations Supervisor: IT Support
Computer Operators: As assigned
Tape Librarian: As assigned

Disaster Recovery Functions:

a. Computer operations

e Operate or give assistance to computer operator at hot backup site.
¢ Obtain backup tapes and restore files at hot backup site.

¢ Determine restart point for critical systems.

o Test critical systems for production processing.

¢ Establish an operations schedule at hot backup site.

¢ Inform users of processing schedule at hot backup site.

¢ Arrange for shipment of backup supplies to hot backup site.

¢ Arrange for shipment of off-site tapes to hot backup site.

CK
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b. Facility preparation

Coordinate the repair or construction of the new permanent facility at the original location or

new location.

c. Replacement hardware

e Contact hardware vendor to determine if current hardware is repairable. If hardware

must be replaced, get proposed time-frame for delivery. If time-frame is not
satisfactory, get proposal from used-hardware vendor.

e Check on requirements for cables, connectors, and other start-up requirements.
e Arrange for procuring any other data-handling equipment.
¢ Schedule testing with maintenance personnel.

d. Cold site preparation

o Review cold-site facility to ensure that the environment can support the hardware
that will be temporarily operating there.

e Provide for adequate power, cables, and connectors.
¢ Provide for communications requirements.
o Provide for security guards and limited access to computer room.

¢ Provide for off-site storage.

e. Computer support equipment.

Determine the need for other support equipment: PC, data-entry office equipment, paper-
handling equipment. Order all required equipment.

f. Supplies.

¢ Review list of requirements.
o Contact vendors on Emergency Vendor list.
e Arrange for shipment of existing supplies or purchase of replacement supplies.

¢ Notify remaining vendors of disaster and give shipping address of backup site.

vas
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Data Entry and Control Team
Responsibilities:

Restore the Data Entry and I/O Control operations at the backup facility or at an alternate
site.

Team Members:

Data Entry Supervisor: As assigned
I/O Control Supervisor: As assigned
Data Entry Personnel: As assigned
I/0O Control Personnel: As assigned

a. Data input

¢ Work with Operations to determine the starting point for recovery. Match the latest
backup files that Operations will use to restore, with the data from the users. Obtain
original documents needed to re-key to bring files up to current status.

¢ Determine when equipment will be available for keying, or make arrangements with
service bureaus or other outside services for keying.

b. Data control

¢ Notify users of the disaster and advise them of the temporary procedures for
handling input and output.

e Arrange for temporary office space either at backup facility or somewhere close to
original facility.

¢ Obtain the backup documents and establish revised schedules in conjunction with
users and Operations.

Special Projects Team

Team Captain:
Manager Support Services: Ms. L De Leeuw

Alternate: As assigned.
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Responsibilities:

¢ Provide transportation for people, supplies, and equipment between sites.

¢ Provide administrative and office support for the recovery activity.
Team Members:

Manager Support Services

Disaster Recovery Functions:

e Transportation to/from backup facilities
o Provide for transportation to and from backup facility.
o Arrange for shipments of material, supplies, and computer equipment.

e Training

o Provide for training of employees who may be assigned duties other than their
normal duties.

e Administrative services
o Establish an interoffice mail service between locations.

o Provide all necessary administrative services such as the payment of bills,
processing of the payroll, handling of employee insurance claims, issuing of
critical invoices.

o Arrange hotel accommodations for personnel stationed at the backup site.

o Provide for additional office facilities, including furniture, phones, and office
equipment.

Technical Support Team

Team Captain:

IT SUPPORT: Mr. M. Plaatjies
Alternate: As assighed

Responsibilities:

Install operating system software at the backup site allowing the minimum required
operations and communications to be restored.
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Team Members:

IT Support

Disaster Recovery Functions:

e System software
o Supply the required operating system as well as other control systems.

o Restore the systems in priority sequence using backup tapes and verifying
continuity.

o Work with backup site and vendor technical staff as needed.
¢ Communications network

o Determine damage to communications network and provide for replacement
equipment.

o Work with the telephone company to restore full service and order
telecommunications facilities as needed.

o Notify and inform users of disruptions in service.

Database Team

Team Captain:

Database Administrator: IT Support
Alternate: As assigned

Responsibilities:
Full restoration of the database and verification that the files are current.
Team Members:

Data Administration personnel
Disaster Recovery Function:
¢ Database Restoration and Integrity
o Supervise restoration of the database from backup tapes.
o Restore intermediate data to allow files to be updated to a current status.
o Run tests and check them against user listings.
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o Ensure that future processing is accurate by working with users.

Finance Department Team

Team Captain:

MANAGER FINANCE DEPARTMENT: CFO, Mr. B. F. James
Alternate: Deputy CFO, Mr. D. Fourie

Responsibilities:

Review the damage and notify the insurance company to request appraisal process.
Provide detailed accounting of the damage to senior management.
Process all claims.

Team Members:
As assigned Disaster Survival Functions:
Insurance and salvage:

e Contact insurance companies and do follow-up with adjustors.

¢ Review the damage and determine hardware that can be repaired.
e Prepare report that details damage and outlines disposition.

¢ [Initiate insurance claims.

¢ Advise other teams of the replacement provisions in the existing insurance policy
and the allowance for renting and leasing necessary equipment.

Internal it Department Team

Team Captain:

MANAGER OF Internal AUDIT: Miss R. Sors
Alternate: Mr. J. Oliphant

Responsibilities:

Assure that data and file restoration is accurate and on-going processing is proper.

L
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Team Members:

As assigned

Disaster Recovery Function:

o Verification of the Integrity of Restoration Operations

o Verify restoration process to ensure integrity and continuity.

¢ Audit financial files to ensure recovery process was complete.
¢ Monitor controls and security during recover): mode.

3. TEAM PREPLANNING AND ON-GOING FUNCTIONAL RESPONSIBILITY
Disaster Planning Coordinator

o Keeps Plan documentation updated; correcting names, addresses, and telephone
numbers.

e Ensures Plan is properly distributed to team members.

¢ Develops testing schedule of all phrases of Plan.

¢ Works with Internal Audit to validate procedures.

¢ Distributes literature on safety and disaster recovery.

e Periodically checks backup facilities.

¢ Formally updates Plan every six months using input from teams.

Emergency Management Team

e Team leader schedules quarterly meetings, discusses current status.

Operations Team

¢ Keeps computer room floor plans current for both main location and backup facilities.
o Keeps organizational charts current.
o Keeps copy of all company hardware configurations.

¢ Keeps updated copies of vendors who supply hardware, software, communications,
supplies, and custom forms.

o Keeps current emergency procedures for fire, water damage, and other potential
hazards.

o Keeps off-site backup tapes current.
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e Stores current microfiche of critical historical records.
e Keeps Operations run-book information stored off site.

e Keeps contingency plans operational.

Data Entry and Control Team

¢ Keeps a current listing of systems and documentation used by both departments
o Keeps copy of keying instructions off site.

e Makes contingency agreements with local users and/or vendors for mutual
emergency use of each others equipment.

Special Projects

Keeps current listing of transportation companies to be used in emergency.

Sets up contingency plans to deal with distribution of emergency funds.

Support

e Ensures operating system and communications software are off site.
e Keeps current list of disk files and layout identification.

e Ensures communications network information is current, including teleprocessing-
line now chairs, terminals, and controllers.
e Prepares a full recovery capability using off-site backup tapes.

Database Team

e Ensures database off-site backup arrangements are complete.

Insurance Department

e Reviews insurance coverage and verifies adequacy of Plan.

o Reviews coverage to verify that insurance is in conjunction with MIS Contingency
Plan and that premiums reflect backup efforts.

Lt
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Internal Audit [« Team

e Reviews MIS Contingency Plan to gain a thorough understanding, checks for control

points, and verifies for completeness.

EXECUTIVE MAYOR:

DATE APPROVED: 16 MAY 2024

RESOLUTION: R 2024-05-16 (9.8)
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