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1. TERMS AND DEFINITIONS
For the purposes of this document, the following definitions apply.

Information security - Information security is concerned with the preservation of
confidentiality, integrity and availability of information.

The Municipality - In the context of this document, ‘the Municipality’ shall mean the
Pixley Ka Seme District Municipality.

Management - For the purposes of this document, the term ‘management’
encompasses the Municipal Manager, Executive Directors, Directors, Assistant
Directors, Managers, and Supervisors, as further clarified by the context in which the
term appears.

Risk assessment - The assessment of threats to, impacts on and vulnerabilities of
information and information processing facilities and the likelihood of their
occurrence.

Risk management - The process of identifying, controlling and minimizing or
eliminating security risks that may affect information systems, at an acceptable cost.

2. INTRODUCTION

' Abstract: The primary purpose of a corporate information security policy is to

protect data by establishing procedures, guidelines, and practices for managing
information security within the organisation. The policy should define the
organisation’s security philosophy, requirements, scope of application, and
consequences for non-compliance. An effective policy helps identify and address

vulnerabilities, protects business continuity, strengthens IT infrastructure, reduces

organisational risk, and promotes greater security awareness and compliance

among employees.

2.1.What is information security?
Information, although generally intangible, is an asset like any other business

asset and has a value to an organisation which consequently needs to be
suitably protected; also, there are confidentiality and privacy issues (possibly
legislated) that need to be considered. Information security is necessary to
protect information from a wide range of potential threats in order to ensure
business continuity, minimize business damage and maximize return on the

considerable investment required to gather, maintain and process information.
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(b)
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Information exists in many forms. It can be printed or written on paper, stored
electronically and transmitted by various means. Whatever form the information

takes, it needs to be appropriately protected.

Information security is categorized as the preservation of
Confidentiality: ensuring that information is accessible only to those

authorised to have access;

Integrity: safeguarding the accuracy and completeness of information and

processing methods; and

Availability: ensuring that authorised users have access to information and

associated assets when required.

Information security is achieved by implementing a suitable set of controls, which
could be policies, practices, procedures, organisational structures and software
functions. These controls need to be established to ensure that the specific

security objectives of the organisation are met.

2.2.Why is information security needed?

Information and the supporting processes, systems and networks are important
business assets. Confidentiality, integrity and availability of information may be
essential to maintain cash flow, legal compliance and — of special significance in

the Municipal context - service delivery.

Increasingly, organisations and their information systems and networks are
faced with security threats from a wide range of sources, including computer-
assisted fraud, sabotage, vandalism and natural disasters. Sources of damage
such as computer viruses, “hacking” and denial of service attacks etc. have
become more common, more ambitious and increasingly sophisticated.
Dependence on information systems and services means organisations are
more vulnerable to security threats. The interconnection of public and private
networks and sharing of information resources increases the difficulty of

achieving access control.

Many older information systems were not designed to be secure (in part because
at the time, the perceived threat was minimal). The security that can be achieved
through technical means is limited, and must be supported by appropriate

management and procedures. ldentifying which controls should be in place
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requires careful planning and attention to detail. Information security
management needs, as a minimum, participation by all employees in the
organisation. It may also require participation from suppliers, customers and

other stakeholders.

2.3.Establishing security requirements
Identification of organisational security requirements is essential. There are three

main sources:

(a) Risk assessment: threats to assets are identified, vulnerability to and likelihood of

occurrence is evaluated and potential impact is estimated.

(b) Regulatory environment: the legal, statutory, regulatory and contractual

requirements that the organisation must satisfy; and

(c) Operations: the particular set of principles, objectives and requirements for
information processing that the organisation has developed to support its business

processes.

2.4.Assessing security risks
Security requirements must be identified through a process of methodical

assessment of security risks. Expenditure on controls needs to be balanced
against the business harm likely to result from security failures. Risk assessment
techniques may need to be applied to the organisation as a whole, or to only
parts thereof, as well as to individual information systems, specific system

components or services where this is practicable, realistic and helpful.

Risk assessment is the systematic consideration of:
(a) The business harm likely to result from a security failure, taking into account the
potential consequences of a loss of confidentiality, integrity or availability of the

information and other assets:

(b) The realistic likelihood of such a failure occurring in the light of prevailing threats

and vulnerabilities, and the controls currently implemented.

The results of such an assessment will determine the appropriate management
action - and priorities - for managing information security risks, and for

implementing controls selected to protect against these risks.

Periodic reviews of security risks and implemented controls are essential to:
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(a) Take account of changes to business requirements and priorities;
(b) Consider new threats and vulnerabilities;
(c) Confirm that controls remain effective and appropriate.

Assessment of risk is therefore not a singular event but a regular cycle that needs

to be implemented and managed.

2.5.Selecting controls
Having identified the relevant security requirements, it is necessary to select and
implement appropriate controls to ensure risks are reduced to known and

acceptable levels.

Controls will, of necessity, be selected based on the cost of implementation in
relation to the risks being reduced and the potential losses if a security breach
occurs. Non-monetary factors, such as inability to deliver a service or the loss of

reputation must also be taken into account.

2.6.Information security starting point
Common best practice for information security management dictates the

following essential controls:
(a) Controls essential to the organisation from a legislative viewpoint:

(i) Data protection and privacy of personal information;
(i) Safeguarding of organisational records,
(i) Intellectual property rights.
(b) Controls for information security:

(i) Information Security Management Policy document;

(i) Allocation of information security responsibilities;

(iii) Information security education and training;

(iv) Reporting procedures for security incidents;

(v) Business continuity management.
These controls are generic and apply to most organisations and in most
environments. While all controls are important, the relevance of any particular
control must be determined in the light of the specific risks the Municipality faces,

which must be determined through the process of risk assessment.

2.7.Critical success factors O K )
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There are many factors that contribute to the success — or otherwise — of the
implementation of an information security management policy in an organisation.

Among these are:
(@) Security policy, objectives and activities that reflect business objectives;

(b) An approach to implementing security that is consistent with the

organisational culture;
(c) Visible support and commitment from management;

(d) A good understanding of the security requirements, risk assessment and risk

management;
(e) Effective marketing of security to all managers and employees;

(f) Distribution of guidance on information policy and standards to all employees

and contractors;
(g) Providing appropriate training and education;

(h) A comprehensive and balanced system of measurement which is used to
evaluate performance in information security management and feedback

suggestions for improvement.

SCOPE
The scope of this document is the definition of an Information Technology Security

Management Policy for Pixley Ka Seme District Municipality in as far as it affects
all aspects of information technology and use thereof, and related areas. Once
accepted by the relevant management structures, this policy will determine how
security issues are to be addressed, and provide the necessary regulatory

infrastructure to facilitate implementation, maintenance and enforcement.

The scope of this policy applies to all users of computing facilities provided by the
Municipality, including but not necessarily limited to councillors, officials,
contractors, consultants, temporary staff, students undergoing experiential

training and authorised guests.

This policy covers Acceptable Use, Personal Use and Prohibited Use of the

Municipality’s facilities, encompassing (but not restricted to):
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(b)

(c)

network infrastructure, including (but not exclusively) the physical
infrastructure whether cable or wireless, together with network servers,

firewall, connections, switches and routers;

network services, including (but not exclusively) internet access, web

services, e-mail , wireless, messaging, telephony and facsimile services;

computing hardware, both fixed and portable, including (but not exclusively)
personal computers, workstations, laptops, servers, printers, scanners, disc

drives, monitors, keyboards, tablets and pointing devices.

Y /4
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4. SECURITY POLICY

Objective: To provide management direction and support for information security.

Management must set a clear policy direction; demonstrate support for, and
commitment to, information security through the issuing and maintenance of
a consistent information security policy throughout the organisation, including
the enforcement thereof through appropriate disciplinary procedures and

actions.

This document formalises the Municipality’s policy on information security and

the management thereof. In particular, Management:
(a) affirms its support for and commitment to information security;

(b) will ensure the policy is maintained in accordance with prevailing

requirements;

(c) will enforce application of the policy if necessary through application of the

disciplinary procedures and measures at its disposal;

(d) will require regular reviews and evaluations to be conducted to assess the
effectiveness of the policy in maintaining the requisite level of information

security.
It is the policy of the Municipality:

(a)  to provide a working environment that encourages access to knowledge

and sharing of information;

(b)  to maintain Information and Communication Technology (ICT) facilities

for service delivery, management and administrative purposes;

(c) that ICT facilities will be used with respect for the public trust through
which they have been provided, and in accordance with prevailing laws
and such regulations and policies established from time to time by the

Council of the Municipality and other bodies; and

(d)  to ensure that the Municipality is protected by holding users responsible
for safeguarding passwords and access identities. Passwords and

identities must not be shared.

d
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4.1 Acceptable use
It is the policy of the Municipality:

(a) that the Municipality’'s ICT facilities are provided in support of the
Municipality's service delivery, management and administrative

activities;

(b)  that the Municipality’'s ICT facilities may be used for any purpose that is

in accordance with the aims and policies of the Municipality;

(c) that only registered users (i.e., those holding valid usernames and
passwords) or those given permission by the Designated Authority are

permitted to use the Municipality’s ICT facilities.
(d)  that users are expected to:
(i) respect the rights of other users;

(i) comply with all valid regulations and legislation covering the use of
copyright and licensed material, including software, whether those
regulations are made by law, or the originator of the material, or the
distributor of the material, or the Municipality, or by any other

legitimate authority;

(iiiy make all reasonable efforts to send data that is ‘virus free’, and to
protect themselves from viruses and hacking attempts when
connected to the Municipality’'s network. The Municipality will not
be held responsible for any damage tfo users’ systems or

information that occurs through such virus or hacking attacks; and

(iv) conform to all other relevant policies and guidelines.

4.2 Personal use
An individual's personal use of the Municipality’s ICT facilities may fall within
the scope of Acceptable Use, subject to the conditions in this document. It is

the policy of the Municipality:

(@) that provided personal use is occasional and reasonable and does not
interfere with, nor detract from an individual's everyday work output or

commitments, nor with the effective functioning of the Municipality or
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any part of it, and that such personal use complies with all other terms
of this Acceptable Use Policy, then personal use will normally be

tolerated; however,

(b) the Municipality is not obligated in any way to provide access to ICT
facilities for personal use and may withdraw access for this category of

use at any time and without notice.

4.3 Unacceptable use

(@)

(b)

(c)

It is the policy of the Municipality to prohibit the use of its ICT facilities when
used or attempted to be used intentionally in contravention of the general
principles as outlined herein. The activities prohibited under this policy include

(but are not restricted to) those listed below. Users shall not:

cause the good name and reputation of the Municipality or any part of it to be

damaged or undermined;

create or transmit any offensive, pornographic, obscene or indecent images, data
or other material, or any data capable of being resolved into obscene or indecent
images or material. In this context, offensive, pornographic, obscene or indecent
is regarded as being contrary to the generally accepted norms and values of the

local community, or incompatibility with generally accepted business practices;

access, create, change, store, download or transmit material which the
Municipality may deem to be threatening, defamatory, abusive, indecent,

obscene, racist or otherwise offensive;

place links to websites which have links to, or display pornographic and
inappropriate material, facilitate illegal or improper use, or to bulletin boards which
are likely to publish defamatory materials or discriminatory statements; or where
copyright protected works such as computer software or music are unlawfully
distributed;

allow the ICT facilities to be damaged or contaminated in any way;

interfere with the legitimate use by others of the ICT facilities, or interfere with or

remove computer printout or media belonging to others;

send unwanted e-mail, chain letters, hoax virus warnings, pyramid letters or

engage in similar schemes using the Municipality's e-mail system:;
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(h)
(i)

(3)

falsify e-mails to make them appear to have been originated from someone else;

make, use, possess, distribute, sell, hire or otherwise deal with any unauthorised

copies of computer software for any purpose without the license of its owner;

install any software that is not licensed to the Municipality and / or install without
authorisation, software licensed to the Municipality on any of the Municipality’s

computer systems under any circumstances;
transmit unsolicited unauthorised commercial or advertising material;

use the ICT facilities for commercial activities not related to the business of the

Municipality or to gain personal commercial benefit;

(m) use the ICT facilities for social or group distribution activities unless permission

(n)
(0)

(P)

(a)

(r)

(s)

has been formally granted by the Designated Authority;
gain unauthorised access to facilities or services via the Municipal network;

allow others to gain such unauthorised access, either wilfully by disclosing
usernames or passwords or neglectfully by failing to log out of the system, thereby

permitting unauthorised use of Municipal facilities;

disseminate any material which may incite or encourage others to carry out
unauthorised access to or unauthorised modification of the Municipality’'s or

others’ computer facilities or materials;

introduce and transmit material (including, but not restricted to, computer viruses,
Trojan horses and worms) designed to be destructive to the correct functioning of
computer systems, software, networks and data storage, or attempt to circumvent

any precautions taken or prescribed to prevent this;,

attempt to circumvent the Municipality’s firewall systems, or use file-sharing
systems (sometimes known as P2P or peer-to-peer) without first gaining the

permission of the Designated Authority;

change, damage, dismantle, corrupt, or destroy (or cause to be changed,
damaged, dismantled, corrupted or destroyed) any network component,
equipment, software or data, or its functions or settings, which is the property of
the Municipality, its partners, staff, vendors, guests, or anyone else, without the

express permission of the Designated Authority;
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(t)

(u)

(v)

(y)

(z)

cause any of the Municipality’s ICT services to be overloaded, impaired, disrupted,
curtailed or denied (other than in compliance with the direct instruction of the

Designated Authority);

connect any non-approved computer network equipment (including wireless
access points) to the Municipality’s network without first gaining the written
permission of the Designated Authority (this excludes normal and reasonable use

of computer equipment connected to network points);

set up any network services (e.g. web servers, e-mail services efc.) unless

formally authorised by the Designated Authority;

register any domain name which includes the name of the Municipality or any
name which may mislead the public into believing that the domain name refers to

the Municipality;

continue to use any item of networked hardware or software after a Designated
Authority has requested that use ceases because of its causing disruption to the
correct functioning of the Municipality’s ICT facilities, or for any other instance of

Unacceptable Use;

fail to comply with any action directed by a Designated Authority to prevent or
respond to any threats to the correct functioning of the Municipality’'s ICT facilities;

create or transmit material that infringes the copyright of another person or

institution, or infringes the copyright laws of the RSA and/or other countries;

(aa)interfere with the legitimate activities of other users covered within the principles

outlined in Acceptable Use above;

(bb) otherwise act against the aims and purposes of the Municipality as specified in its

rules, regulations, policies, and procedures adopted from time to time; and

(cc) contravene applicable laws and prevailing regulations and policies applied by

4.4

bodies external to the Municipality.

Prevention, detection and investigation of misuse
The Municipality retains the right to access all information held on its
information and communications facilities, to monitor or intercept any system

logs, web pages, e-mail messages, network account or any other data on any
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computer system owned by or connected to the networks of the Municipality.
This will be for the purposes of preventing, detecting or investigating crime or
misuse, ascertaining compliance with regulatory standards and Municipal
policies, and / or to secure effective system operation. Monitoring of computer
facilities usage may take place periodically and users must have no

expectation of privacy.

The Municipality reserves the right to inspect and validate any items of
Municipality-owned computer equipment connected to the network. Any other
computer equipment connected to the Municipality's network can be removed

if it is deemed to be interfering with the operation of the network.
It is the policy of the Municipality:

(a) to take swift and effective action within existing disciplinary and / or legislative
frameworks against anyone found to be intentionally misusing the information and

communications facilities;

(b) in all cases where there is the potential for the Municipality’s ICT facilities to be

misused, it is the Municipality’s policy to:

(i) record the identity of the individual using the specific facility at any given
time;

(i) retain these records for not less than three calendar months (or longer if
required by e.g., the Archives act), and make them available to those
senior managers appointed by the Municipality to investigate complaints

of misuse; and

(i)  destroy these records after twelve calendar months unless required in
connection with a specific investigation or otherwise determined by

specific legislation, e.g., Archives Act.

4.5 Sanctions
Where misuse of ICT facilities has been identified, the matter shall be
investigated under the Municipality’s appropriate disciplinary procedures. The
Designated Authority is empowered to investigate cases of alleged misuse
and where applicable to apply sanctions directly, or to refer individuals to their

Supervisor / Manager for disciplinary action.
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Any misuse which is in contravention of the law and / or which involves the
intentional access to, or creation, storage or transmission of, material which
may be considered indecent or obscene will be regarded as an act of gross

misconduct.

Where there is evidence or reasonable suspicion of a criminal offence having
been committed, the matter shall be reported to the South African Police
Services (SAPS). The Municipality will co-operate with the police and other

appropriate external agencies in the investigation of alleged offences.

4.6 Legislation
This policy is or may be subject to the provisions of the following acts and / or

regulations associated therewith:
(a) the Electronic Communications and Transactions Act (Act No. 25 of 2002);
(b) the Promotion of Access to Information Act (Act No. 2 of 2000);

(c) the National Archives and Records Service of South Africa Act (Act No. 43 of 1996

as amended);
(d) the Municipal Finance Management Act (Act No. 56 of 2003) (the MFMA); and

(e) the Promotion of Administrative Justice Act (Act No. 3 of 2000).

4.7 Other applicable policies

This policy is to be read in conjunction with other applicable municipal policies

in force from time to time, for example:
(@)  Acceptable use of IT facilities Policy, and

(b) Password Policy.

5. ORGANISATIONAL SECURITY

5.1 Information security infrastructure

Objective: To man_age information security within the organisation.

5.1.1 Management information security forum

Information security is a business responsibility shared by all managers. In

practice, it is the responsibility of the Designated Authority to sensitize

[L Page 16 of 81



Wf

(@)

(b)

()
(d)

management to factors that affect information security and to propose
initiatives to mitigate or contain threats to the information systems
infrastructure. The Designated Authority must promote a culture of security

consciousness within the organisation by:

reviewing and approving information security policies and overall

responsibilities;

monitoring significant changes in the exposure of information assets to major

threats:
reviewing and monitoring information security incidents; and

approving major initiatives to enhance information security.

5.1.2 Information security co-ordination

(@)

(b)

(c)

In a large organisation such as the municipality, a cross-functional forum of
management representatives from relevant parts of the organisation may be

necessary to co-ordinate the implementation of information security controls.
Typically, such a forum:

agrees specific roles and responsibilities for information security across the

organisation;

agrees specific methods and processes for ensuring information security,

e.g., risk assessment, security classification system;

agrees and supports organisation-wide information security initiatives, e.g.,

security awareness programmes;
ensures that security is part of the information planning process;

assesses the adequacy and co-ordinates the implementation of specific

information security controls for new systems or services;
reviews information security incidents; and

promotes the visibility of business support for information security throughout

UK.
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5.1.3 Allocation of information security responsibilities

Responsibilities for the protection of individual assets and for carrying out
specific security processes must be clearly defined and specific security roles

and responsibilities allocated to individuals.

5.1.4 Authorization process for information processing facilities

(@)

(b)

A management authorization process for new information processing facilities

should be established. In particular,

New facilities should have appropriate user management approval,

authorizing their purpose and use,

Hardware and software must be checked to ensure compatibility with other

system components; and

The use of personal information processing facilities (e.g. a private notebook
computer used by a consultant or contractor) must be authorized before
connection to the Municipal network, to avoid introduction of unexpected

vulnerabilities.

5.1.5 Co-operation between organisations

Appropriate contacts with law enforcement agencies, regulatory bodies,
information service providers and telecommunications operators should be
maintained to ensure that appropriate advice can be obtained, and action
taken quickly, in the event of a security incident. Exchanges of security
information must be restricted to ensure that confidential information is not

disclosed.

5.1.6 Independent review of information security

Independent reviews of the municipality’s information security arrangements
must be carried out on a regular basis, but at least once per year. ldeally this
should be conducted by external auditors as part of the annual Data Centre
Review and the findings reported to the Audit Committee. Random,
unannounced “mini-reviews” should be conducted by the Internal Audit and

Risk Management department as capacity permits.

e
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5.2 Security of third-party access

_Objective: To maintain the security of organisational information processing facilities

and information assets accessed by third parties.

Access to the municipality’s information processing facilities must be
controlled. Where there is a justifiable business need for such third party
access, a risk assessment should be conducted to determine security

implications and control requirements.

5.2.1 Identification of risks from third party access

The type of access given to a third party is of special importance. For example,
the risks of access across a network are different from risks resulting from

physical access. Types of access that may be required are:
(a) Physical access, e.g. to offices, computer rooms, filing cabinets; and

(b) Logical access, e.g. to the municipality’s data bases and information

systems.

Access may be needed for a number of reasons. For example, third parties

that provide services to the municipality but are not located on-site, such as:

(@) Attorneys involved in the debt collection process, requiring enquiry access

to the billing system;

(b) Hardware and software support staff, who need access to specialized
system level or low-level application functionality (such as the Electronic
Help Desk); and

(c) Organisations requiring information from the municipality on a regular basis,
such as pension funds (contribution transactions) and insurance companies

(premium payments).

Third parties that are located on-site for protracted periods may also give rise
to security weaknesses. Access to information and information processing
facilities by third parties must only be provided once appropriate controls have

been applied and a contract or agreement signed defining the terms for the

VL
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5.2.2 Security requirements in third party contracts

Arrangements involving third party access to Municipal information processing
facilities should be based on a formal contract containing, or referring to, all
the security requirements to ensure compliance with the municipality’s security

policies and standards.

The following terms should be considered for inclusion in the contract:
(a) The general policy on information security;
(b) Asset protection, including:

() Procedures to protect Municipal assets, including information and

software;

(ii) Procedures to determine whether any compromise of the assets, e.g.

loss or modification of data, has occurred;

(i) Controls to ensure the return or destruction of information and assets

at the end of, or at an agreed point in time during, the contract;

(iv) Integrity and availability; and

(v) Restrictions on copying and disclosing information;
(c) A description of each service to be made available;
(d) The target level of service and unacceptable levels of service;
(e) Provision for the transfer of staff where appropriate;
(f) The respective liabilities of the parties to the agreement;
(g) Responsibilities with respect to legal matters, e.g. data protection legislation;

(h) Intellectual property rights and copyright assignment, and protection of any

collaborative work;
(i) Access control agreements, covering:

(i) Permitted access methods, and the control and use of unique

identifiers such as usernames and passwords;

(i) An authorization process for user access and privileges;
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(iii) A requirement to maintain a list of individuals authorized to use the
services being made available and what their rights and privileges are

with respect to such use;

(j) The definition of verifiable performance criteria, their monitoring and

reporting;
(k) The right to monitor, and revoke, user activity;

() The right to audit contractual responsibilities or to have those audits carried

out by a third party;

(m) The establishment of an escalation process for problem resolution;

contingency arrangements should also be considered where appropriate;

(n) Responsibilities regarding hardware and software installation and

maintenance;
(o) A clear reporting structure and agreed reporting formats;
(p) A clear and specified process of change management;

(q) Any required physical protection controls and mechanisms to ensure those

controls are followed,;
(r) User and administrator training in methods, procedures and security;
(s) Controls to ensure protection against malicious software;

(t) Arrangements for reporting, notification and investigation of security

incidents and security breaches; and

(u) Involvement of the third party with subcontractors.

5.3 Outsourcing

Objective: To maintain the security of information when the responsibility for

information processing has been outsourced to another organisation.

Outsourcing arrangements should address the risks, security controls and
procedures for information systems, networks and / or desk top environments

in the contract between the parties.
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5.3.1 Security requirements in outsourcing contracts

The security requirements of the Municipality with regard to any outsourcing

of the management and control of all or some of its information systems,

networks and / or desk top environments shall be reduced to writing in a

contract agreed between the parties.

The contract should address:

How the legal requirements are to be met, e.g., data protection legislation;

What arrangements will be put in place to ensure that all parties involved in
the outsourcing, including subcontractors, are aware of their security

responsibilities;

How the integrity and confidentiality of the Municipality’s business assets are

to be maintained and tested;

What physical and logical controls will be used to restrict and limit the access

to the Municipality’s sensitive business information to authorized users;
How the availability of services is to be maintained in the event of a disaster;

What levels of physical security are to be provided for outsourced

equipment; and

The right of audit.

The contract should allow the security requirements and procedures to be

expanded in a security management plan to be agreed between the two

parties.

6. ASSET CLASSIFICATION AND CONTROL

6.1 Accountability for assets

Objective: To maintain appropriate protection of organisational assets.

All major information assets should be accounted for and have a nominated

owner. Accountability for assets helps to ensure that appropriate protection is

maintained.
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6.1.1 Inventory of IT assets

The organisation must be able to identify its assets and the relative value and
importance of these assets, in order to provide levels of protection commensurate
with the value and importance thereof. Each asset must be clearly identified and
its ownership and security classification agreed and documented, together with its
current location. The following are examples of assets associated with information

systems:

(a) Information assets: data bases and data files, system documentation, user
manuals, training material, operational or support procedures, continuity plans,

fallback arrangements, archived information;

(b) Software assets: application software, system software, development tools and
utilities;

(c) Physical assets: computer equipment (processors, monitors, laptops, modems),
communications equipment (routers, PABXs, fax machines, answering

machines), magnetic media (tapes and disks), other technical equipment (power

supplies) ; and

6.2 Information classification

'Objective: To ensure that information assets receive an appropriate level of

protection.

Information has varying degrees of sensitivity and criticality and must be classified to

indicate the need, priorities and degree of protection required.

6.2.1 Classification guidelines

Classifications and associated protective controls for information must take account of
business needs for sharing or restricting information, and the business impacts

associated with such needs, e.g., unauthorized access or damage to the information.

Information and outputs from systems handling classified data should be labelled in
terms of its value, criticality (integrity and availability) and sensitivity to the

organisation.

Information often ceases to be sensitive or critical after a certain period of time, for

example when the information has entered the public domain. This needs to be taken
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into account to avoid the unnecessary expenses incurred through over-classification.
Accordingly, classification guidelines need to recognize that the classification for any
given item of information is not necessarily fixed but may change over time in

accordance with some predetermined policy.

Responsibility for defining the classification of an item of information, e.g. for a
document, data record, data file or diskette, and for periodically reviewing that
classification, should remain with the originator or nominated owner of the information.

6.2.2 Information labelling and handling

An appropriate set of procedures is required for information labelling in accordance
with the classification scheme adopted by the municipality. These procedures need to
cover information assets in physical and electronic formats. For each classification,
handling procedures should be defined to cover the following types of information
processing activity:

(a) copying;

(b) storage;

(c) transmission by post, fax, and electronic mail;

(d) transmission by spoken word, including mobile phone, voicemail, answering

machines; and

(e) destruction.

7. PERSONNEL SECURITY

7.1 Security in job definition and resourcing

Objective: To reduce the risks of human error,_theft, fraud or misuse of facilities.

Security responsibilities should be addressed at the recruitment stage, included in
contracts, and monitored during an individual's employment. Potential recruits should
be adequately screened, especially for sensitive jobs. All employees and third-party

users of information processing facilities should sign a confidentiality (non-disclosure)
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7.1.1 Including security in job responsibilities

Security roles and responsibilities, as laid down in the information security
management policy, should be documented where appropriate and include general as
well as specific responsibilities for the protection of assets, and / or for the execution

of particular security processes or activities.

7.1.2 Personnel screening and policy

Verification checks on permanent staff should be conducted at the job application

stage and should include the following controls:

(a) availability of satisfactory character references;

(b) a check (for completeness and accuracy) of the applicant’s curriculum vitae;,
(c) confirmation of claimed academic and professional qualifications, and

(d) independent identity checks (passport or similar document).

Where a job, either on initial appointment or on promotion, involves the person having
access to information processing facilities, and in particular if these are handling
sensitive information or have financial implications, it is advisable to also carry out a
credit check. For staff holding positions of considerable authority this check should be

repeated regularly.
Similar screening processes should be conducted on contract or temporary staff.

Management must evaluate the supervision required for new and inexperienced staff
with authorization for access to sensitive systems. The work of all staff must be subject

to periodic review and approval procedures by more senior staff.

7.1.3 Confidentiality agreements

Confidentiality or non-disclosure agreements are used to give notice that information
is confidential or secret. Employees should normally sign such an agreement as part

of their initial terms and conditions of employment.

Casual staff and third-party user not already covered by an existing contract
(containing the confidentiality agreement) should be required to sign a confidentiality

agreement prior to being given access to information processing facilities.
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Confidentiality agreements should be reviewed when there are changes to terms of
employment or contract, particularly when employees are due to leave the municipality

or contracts are due to end.

7.1.4 Terms and conditions of employment

The terms and conditions of employment should state the employee’s responsibility
for information security. Where appropriate, these responsibilities should continue for
a defined period after the end of employment. The action to be taken if an employee

disregards security requirement should be included.

The employee’s legal responsibilities and rights, e.g., regarding copyright laws or data
protection legislation, should be clarified and included within the terms and conditions
of employment. Wherever appropriate, terms and conditions of employment should
state that these responsibilities are extended outside the municipality’s premises and
outside normal working hours, e.g., in the case of work done at home or while

travelling.

7.2 User training

[ Obj;active: To ensure that users are aware of information _sec;u_rity threats and |
concems, and are equipped to support organisational security policy in the course of |

their normal work.

Users should be trained in security procedures and the correct use of information

processing facilities to minimize possible security risks.

7.2.1 Information security education and training

All employees and where relevant, third-party users, should be required to undergo
appropriate training and regular updates in organisational policies and procedures in
so far as these impact on security requirements, legal responsibilities and business
controls, as well as training in the correct use of information processing facilities,

particularly where changes have been introduced.

7.3 Responding to security incidents and malfunctions

| Objective: To minimize the damage from securit}; incidents and malfunctions, and to

monitor and learn from such incidents.
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Incidents affecting information security must be reported immediately through
appropriate management channels to mitigate potential damage. All employees and
where applicable, third-party contractors, must be made aware of the procedure for
reporting security incidents, in particular to enable evidence thereof to be collected
and secured. Formal disciplinary processes should be established to deal with

employees who commit security breaches.

7.3.1 Reporting security incidents

Security breaches must be reported through appropriate management channels as
quickly as possible. Depending on the perceived severity and / or sensitivity thereof,

such incidents must be reported at one of the foliowing levels:
(a) Service Desk;
(b) Security Services Administrator;

(c) Depending on the perceived source of the problem, Assistant Director: Technical

Services / Assistant Director: Application Development; or
(d) Director: Municipal Information Systems.

Where there are particular sensitivities involved (particularly where fraud may be
suspected), it may be appropriate to report the incident to the Director: Internal Audit

and Risk Management.

7.3.2 Reporting security weaknesses

Users of information services should be encouraged to note and report any observed
or suspected security weaknesses in, or perceived threats to, systems or services.
Such matters should be reported as quickly as possible, either through the user’s own
management channels, or directly to Municipal Information Systems management
(see 4.4.3.1 above). For their own protection, users must not attempt to ‘prove’ a
suspected weakness, as doing so might be interpreted as a potential misuse of the

system.

7.3.3 Reporting software malfunctions

Software malfunctions should be reported as quickly as possible, so that potential

damage arising from such malfunction can be mitigated and so that any relevant
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evidence thereof can be collected and secured. Depending on the severity and
potential impact of the software malfunction, the matter should be reported to the IT
Support Officer in all cases, as much evidence as possible must be collected and
recorded to assist in rapid diagnosis and resolution of the problem. The following

actions (depending on the severity and impact of the problem) should be taken:

(a) a description of the symptoms of the problem and any messages appearing on

the screen should be noted;

(b) the computer should be isolated, if possible, and use thereof should be stopped,

and

7.3.4 Learning from incidents

There should be mechanisms in place to enable the types, volumes and costs of
incidents and malfunctions to be quantified and monitored. This information should be
used to identify recurring or high impact incidents or malfunctions, and may indicate
the need for enhanced or additional controls to limit the frequency, damage and cost
of future occurrences, or to be taken into account in the security policy review process.
Within Municipal Information Systems, there exists a “System Incident Report’

procedure that addresses abnormal occurrences in normal Operating Procedures.

7.3.5 Disciplinary process

There should be a formal disciplinary process for employees who have (allegedly)
violated organisational security policies and procedures. Such a process should act
as a deterrent to employees who might otherwise be inclined to disregard security
procedures. Additionally, it should ensure correct, fair treatment for employees who

are suspected of committing serious or persistent breaches of security.

8. PHYSICAL AND ENVIRONMENTAL SECURITY

8.1 Secure areas

Objective: To prevent unauthorised access, damage and interference to business

premises and information.

It is essential that critical information processing facilities are housed in secure areas,

protected by a clearly defined security perimeter, with appropriate security barriers and
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entry controls. They should be physically protected from unauthorized access,
damage and interference, commensurate with the identified risks. The practices of
“clear desk” and “clear screen” should be encourage to reduce the risk of unauthorized

opportunist access to facilities.

8.1.1 Physical security perimeter

Physical protection must be implemented through one or more physical barriers
around the information processing facilities. Each barrier establishes a security
perimeter, each increasing the total protection provided. Any breach of a perimeter
should be detectable so that appropriate action can be taken before damage can be

caused.

The following guidelines and controls will be considered and implemented where
appropriate:

(a) security perimeters are to be clearly defined,;

(b) the perimeter of buildings or sites housing information processing facilities must

be physically sound, i.e., there should be no gaps in the perimeter or areas where

a break-in could easily occur;

(c) a manned reception area or other means to control physical access to the site or

building should be in place;

(d) access to sites and buildings should be restricted to authorized personnel only;

and

(e) where necessary, physical barriers should extend from real floor to real ceiling to
prevent unauthorized entry and environmental contamination such as that caused

by fire or flooding.

8.1.2 Physical entry controls

Secure areas must be protected by appropriate entry controls to ensure that only
authorized personnel are allowed access. The following controls will be implemented

as appropriate:

(a) visitors to secure areas must be supervised or cleared and their date and time of

entry and exit recorded. Visitor access will only be granted for specific, authorized

0. K

Page 29 of 81



purposes and the visitor must be advised of the relevant security requirements

pertaining to the area, and the applicable emergency procedures, if any;

(b) access to sensitive information, and information processing facilities, shall be
restricted to authorized persons only. Authentication mechanisms, shall be used

to authorize and validate all access to secure area;

8.1.3 Securing offices, rooms and facilities

A secure area may be a locked office or several rooms inside a physical security
perimeter, which may be locked and may contain lockable cabinets or safes. The
selection and design of secure areas must take into account the possibility of damage
from fire, flood, explosion, civil unrest, and other forms of natural or man-made
disaster. Consideration must also be given to any security threats posed by

neighbouring premises, e.g., leakage of water from other areas.
The following controls will be considered and implemented as appropriate:
(a) key facilities must be sited so as to avoid or at least minimise access by the public;

(b) buildings should be unobtrusive and give minimum indication of their purpose, with
no obvious signs, outside or inside the building identifying the presence of

information processing activities;

(c) support functions and equipment, e.g. photocopiers, fax machines, efc. must be
sited appropriately within the secure area to avoid demands for access that could

compromise information;

(d) doors and windows must be locked when unattended and additional protection

(e.g. burglar bars) provided for windows, particularly at ground level,

(e) suitable intruder detection systems must be installed (where warranted) to

professional standards and regularly tested to ensure proper functioning;

(f) where information processing facilities are provided and managed by third-parties,

such facilities should be physically separated from Municipal facilities wherever

possible;

(g) directories and internal telephone books identifying locations of sensitive

information processing facilities must not be readily accessible to the public;
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(h) hazardous or combustible materials must be stored securely at a safe distance
from a secure area. Bulk stationery supplies must not be located within a secure

area until required; and

(i) fallback equipment and backup media must be sited at a safe distance to avoid

damage from a disaster at the main site.

8.1.4 Working in secure areas

Additional controls and guidelines may be required to enhance the security of a
specific secure area, viz. in respect of staff or third-parties working in the secure area,
or third-party activities taking place there. Where appropriate, the following controls

will be implemented:

(a) staff should only be aware of the existence of, or activities within, a secure area

on a need-to-know basis;

(b) unsupervised working in secure areas should be avoided, both for safety reasons

and to prevent opportunities for malicious activities;
(c) vacant secure areas must be locked and checked periodically;

(d) third-party support services staff should only be granted access to secure areas
or sensitive information for specific purposes and at specific times. This access

must be appropriately authorized and monitored; and

(e) photographic, video, audio or other recording equipment (including cameral/video
equipped cellular phones) should not be allowed inside secure areas without

proper authorization.

8.1.5 Isolated delivery and loading areas

Delivery and loading areas must be controlled and where possible isolated from
information processing areas so as to avoid unauthorized access. Security
requirements for such areas should be determined by a risk assessment. The following

controls should be considered:

(a) access to a holding area from outside of the building should be restricted to

identified and authorized personnel,
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(b) the holding area should be designed so that supplies can be unloaded without

delivery staff gaining access to other parts of the building;

(c) the external door(s) of a holding area should be secured when the internal door is

opened;

(d) incoming material should be inspected for potential hazards before it is moved

from the holding area to the point of use; and

(e) where appropriate, incoming material should be registered on entry to the site.

8.2 Equipment security

Objective: To prevent loss, damage, or compromising of assets and interrZthion to |

business activities. |

Equipment must be physically protected from security threats and environmental
hazards. Protection of equipment (including that used off-site, e.g. notebook
computers) is necessary to reduce the risk of unauthorized access to data and to
protect against loss or damage. This should also consider siting and disposal. Special
controls may be required to protect against hazards or unauthorized access, and to

safeguard supporting facilities, such as the electrical supply and cabling infrastructure.

8.2.1 Equipment siting and protection

Equipment must be sited or protected to reduce risks from environmental threats and
hazards, and opportunities for unauthorized access. The following controls must be

considered:
(a) equipment must be sited to minimize unnecessary access into work areas;

(b) information processing and storage facilities handling sensitive data must be

positioned to reduce the risk of overlooking during their use;

(c) items requiring special protection must be isolated to reduce the general level of

protection required;

(d) controls must be adopted to minimize the risk of potential threats including:
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(iiy fire;
(i)  explosives;
(iv)  smoke;
(v)  water (or supply failure);
(vi)  dust;
(vii)  vibration;
(viii)  chemical effects;
(ix) electrical supply interference (or supply failure); and
(x) electromagnetic radiation;

smoking is generally covered by applicable legislation: where this may be
interpreted as not being applicable, smoking in the proximity of information

processing facilities is expressly prohibited;

over and above provisions that may be contained in the Conditions of Service, the
use of alcohol (or other forms of substance abuse) in secure areas or in the

proximity of information processing facilities is expressly prohibited;

consumption of food or beverages in secure areas or in the proximity of

information processing facilities should be discouraged where possible.

environmental conditions that could adversely affect the operation of information

processing facilities must be monitored;

the use of special protection methods, such as keyboard membranes, should be

considered for equipment used in hostile environments; and

the impact of a disaster happening in nearby premises, e.g., a fire in a
neighbouring building, water leaking from the roof or in floors below ground level

or an explosion in the street should be considered.

8.2.2 Power supplies

Key equipment must be protected from power failures and other electrical anomalies.

A suitable electrical supply conforming to the equipment manufacturer’s specifications

must be assured. To do so may require ope or more of the following:
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(a) multiple feeds to avoid a single point of failure in the power supply;
(b) uninterruptible power supply (UPS); and/or
(c) backup generation facilities.

A UPS to support orderly shutdown or continuous running is necessary for equipment
supporting business-critical operations. Contingency plans must cover the action to be
taken in the event of failure of the UPS. UPS equipment must be regularly checked to
ensure adequate capacity and tested in accordance with the manufacturer's

recommendations.

A backup generator should be considered if processing must continue in case of
prolonged power outage. If installed, procedures must be implemented to regularly
test generators in accordance with the manufacturer's recommendations. An
adequate supply of fuel should be available to ensure that the generator can function
for prolonged periods. Due consideration must be taken when siting such facilities,
particularly with regard to fuel supply and replenishment thereof, to minimize possible

risks to information processing facilities.

Emergency power switches must be located near emergency exits in equipment
rooms to facilitate rapid power down in case of an emergency. Emergency lighting
should be provided in case of main power failure. Lightning protection may be
necessary in certain buildings and lightning protection filters should be fitted to all

external communications lines.

8.2.3 Cabling security

Power and telecommunications cabling carrying data or supporting information
services must be protected from interception or damage. The following controls should

be considered:

(a) power and telecommunications lines into information processing facilities should

be underground, where possible, or subject to adequate alternative protection;

(b) network cabling should be protected from unauthorized interception, or damage,

through for example the use of conduit or by avoiding routes through public areas;

(c) power cables should be segregated from communications cables to prevent

electromagnetic interference; and
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(d) for sensitive or critical systems, further controls to consider include:

() installation of armoured conduit and locked rooms or boxes at inspection

and termination points;
(i)  Use of alternative routings or transmission media;
(i)  use of fibre optic cabling; and

(iv) initiation of sweeps for unauthorized devices being attached to cables.

8.2.4 Equipment maintenance

Equipment must at all times be correctly maintained to ensure continued availability
and integrity, compliance with warranty provisions and protection of the municipality’s

investment. The following controls must be considered:

(@) equipment must be maintained in accordance with the manufacturer's
recommendations according to the manufacturer's recommended service

intervals and specifications;

(b) only authorized maintenance personnel may carry out repairs and service

equipment;

(c) records should be kept of all suspected or actual faults and all preventive and

corrective maintenance; and

(d) appropriate procedures and controls must be applied when equipment leaves
Municipal premises for maintenance (in particular, the confidentiality and security
of data that may be stored in the equipment must be considered). Also, stringent
recording procedures must be applied in order to track the whereabouts of the

equipment.

8.2.5 Security of equipment off-premises

Regardless of ownership, the use of any equipment outside of municipal premises for
information processing should be authorized by management particularly when
access to the municipal network or servers is available via such equipment. The
security provided should be equivalent to that for on-site equipment used for the same
purpose, taking into account the risks associated with working outside the

municipality’s premises. Information processing equipment includes all forms of
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personal computers, personal digital assistants (PDAs), organizers, mobile phones,
paper or other form, which is held for home working or being transported away from

the normal work location. The following controls must be considered:

(a) equipment and media taken off the premises must not be left unattended in public
places. Portable computers should be carried as hand luggage on aircraft and
disguised where possible when travelling. Under no circumstances should

equipment be left in view in a vehicle;

(b) manufacturer’s instructions for protecting equipment against exposure to strong

electromagnetic fields, heat, efc. must be observed at all times; and

(c) any insurance cover implications need to be addressed.

8.2.6 Secure disposal or re-use of equipment

Information security can be compromised through careless disposal or re-use of
equipment. Storage devices containing sensitive information should be physically
destroyed or securely overwritten, rather than simply using the standard ‘delete’
function which effectively resets the file size to zero without destroying the data. In
cases of extreme sensitivity, it may be necessary to overwrite the disk up to seven

times to ensure that the data is unrecoverable.

Final disposal of information processing equipment, in common with all municipal

movable assets, is subject to the provisions of the Asset Management Policy.

8.3 General controls

| Objective: To prevent com_promising or theft of information and information

processing facilities.

Information and information processing facilities must be protected from disclosure to
or modification by unauthorized persons, or theft. Effective controls must be

implemented to minimize the risk of loss or damage.

8.3.1 Clear desk and clear screen policy

It is recommended that “clear desk” and “clear screen” practices become the norm at
all municipal premises, so that removable media and information contained in paper

reports are not visible or accessible to unauthorized persons. Information storage
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media left on desks is also more likely to be damaged in the event of a disaster such
as fire, flood or explosion. The following controls should be considered and

implemented where appropriate:

(a) paper documents and computer media should be stored in suitable locked
cabinets and/or other forms of security furniture when not in use, especially

outside of working hours;

(b) sensitive or critical business information should be locked away (ideally in a fire-

resistant safe or cabinet) when not required, especially when the office is vacated;

(c) personal computers and computer terminals must not be left logged on when
unattended and should be protected by key locks, screensavers with passwords

or other controls when unattended;

(d) personal computers and computer terminals must not be left switched on
overnight. The normal switch on and “boot up” process also carries out certain

housekeeping functions that are necessary for optimum functioning.

8.3.2 Removal of property

Equipment, information or software must not be taken off-site without proper
authorization. Where necessary and appropriate, equipment should be logged out and
logged back in when returned. Spot checks should be undertaken at random to detect
unauthorized removal of property. Staff should be made aware that such spot checks

will be conducted.

8.4 Protection and Accountability for ICT Equipment

Objective: To ensure that all municipal ICT equipment is safequarded from loss,
theft, or damage, and that employees understand and adhere to their
responsibility for the care of such equipment when issued to them or when

taken off municipal premises.

8.4.1 Employee Responsibility

(@) All users issued with municipal ICT equipment (including but not limited to
laptops, tablets, mobile devices, and accessories) are personally responsible for

ensuring the physical protection and proper use of such equipment.
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Equipment must be handled with due care and used only for official municipal

purposes.
When removing ICT equipment from municipal premises users must:
a. Ensure that the equipment remains under their direct control at all times;

b. Avoid leaving the equipment unattended in public areas, vehicles, or hotel

rooms,;

c. Secure equipment during transport (e.g. lock in boot of vehicles when

necessary); and

d. Take reasonable precautions to prevent exposure to environmental hazards

such as heat, moisture, or impact.

Users are expected to report any signs of malfunction, tampering, or potential

compromise of equipment to the ICT Support Officer without delay.

The employee to whom equipment is assigned remains accountable for its
condition and safekeeping until it is formally returned or reassigned through the

prescribed asset hand-over process.

8.4.2 Reporting Lost, Stolen or Damaged Equipment

(@)

Any loss, theft, or damage to municipal ICT equipment must be reported

immediately to:
a. The user's immediate supervisor,
b. The ICT Support Officer.

In the event of suspected theft, the incident must also be reported to the South
African Police Service (SAPS), and a case number must be obtained and
provided to the Municipality to begin with their respective insurance claim

procedures.
The user must complete an Incident Report Form, detailing:
a. The circumstances of the incident;

b. The date, time, and location of the occurrence;
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c. Any sensitive or confidential information that may have been stored on the

device; and

d. Any security controls (e.g., passwords, encryption) in place at the time of

loss.

(d) The ICT Department shall immediately assess the potential information security

impact, including data exposure, and initiate mitigation measures such as:

a. Remote disabling or data-wiping of the affected device (where technically

possible);
b. Changing relevant network or system passwords;

(e) A formal investigation must be undertaken by management to determine
negligence or misconduct. Where negligence is established, disciplinary
action(including the repayment of the value of the asset lost/ stolen or damaged)
may be taken in line with the Municipality’'s disciplinary procedures and

applicable labour legislation.

(f) Replacement of equipment will only be authorised once the investigation has

been concluded and all relevant documentation submitted.

9. COMMUNICATIONS AND OPERATIONS MANAGEMENT

9.1 Operational procedures and responsibilities

Objective: To ensure the correct and secure operation of information processing

facilities.

Responsibilities and procedures for the management of all information processing
facilities should be established, including the development of appropriate operating
instructions and incident response procedures. Segregation of duties must be

implemented to reduce risk of negligent or deliberate system misuse.

9.1.1 Documented operating procedures

Operating procedures shall be documented and maintained. Changes shall be
formally authorized by management. The procedures shall specify the detailed

instructions for the execution of each job, including:

(a) processing and handling of information;
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(b) scheduling requirements, including interdependencies with other systems, earliest

job start and latest job completion times;

(c) instructions for handling errors or other exceptional conditions, which might arise

during job execution;
(d) support contacts in the event of unexpected operational or technical difficulties;

(e) special output handling instructions, such as special stationery or the

management of confidential output;
(f) procedures for secure disposal of output from failed jobs,
(g) system restart and recovery procedures for use in the event of system failure; and

(h) procedures for system housekeeping activities, such as computer start-up and

close-down procedures, back-up, equipment maintenance and cleaning.

9.1.2 Operational change control

Changes to information processing facilities and systems must be controlled.
Inadequate control of changes is a common cause of system or security failures. A
formal procedure, the System Request, is in place and well-established in the

municipality.

All changes, whether to application systems, infrastructure, user profiles, hardware,
efc. are controlled by this procedure. Formal sign-off is required and monitored at
every stage. System Requests are managed by the System Request Manager
application and the relevant data is stored in a data base for the purpose. Hard-copies
are filed sequentially on SysReq Number when User Acceptance sign-off has been

obtained.

9.1.3 Incident management procedures

The System Incident Report procedure is in place to record unexpected events that
occur during normal operations. The same procedure shall be used to document
security incidents. In addition, the following controls must be considered and

implemented as appropriate and required:

(a) procedures should be established to cover all potential types of security incident,
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(i) information system failures and loss of service;

(i) denial of service;
(iii) errors resulting from incomplete or inaccurate business data;
(iv) breaches of confidentiality.

(b) in addition to normal contingency plans (designed to recover systems or services

as quickly as possible) the procedures should also cover:
(i) analysis and identification of the cause of the incident;

(i) planning and implementation of remedies to prevent recurrence, if

necessary;
(iii) collection of audit trails and similar evidence;

(iv) communication with those affected by or involved with recovery from the

incident; and
(v) reporting the action to the appropriate authority.

(¢) audit trails and similar evidence should be collected and secured, as

appropriate, for:
(i) internal problem analysis;

(i) use as evidence in relation to a potential breach of contract, breach of
regulatory requirement or in the event of civil or criminal proceedings, e.g.

under computer misuse or data protection legislation, and
(iii) negotiating for compensation from software and service suppliers.

(d) action to recover from security breaches and to correct system failures must be

formally controlled. The procedures must ensure that:

(i) only clearly identified and authorized staff are allowed access to live

systems and data;
(i) all emergency actions taken are documented in detail;

(i) emergency action is reported to management and reviewed in an orderly
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(iv) the integrity of business systems and controls is confirmed with minimal

delay.

9.1.4 Segregation of duties

Segregation of duties is a method for reducing the risk of accidental or deliberate
system misuse. Separating the management or execution of certain duties or areas of
responsibility, in order to reduce opportunities for unauthorized modification or misuse

of information or services, must be considered and implemented where required.

In addition, controls such as monitoring of activities, audit trails and management
supervision must be implemented where justified. Security audit must remain

independent.

Areas of single responsibility where a single person can perpetrate fraud without being
detected must be identified. The initiation of an event must be separated from its
authorization. The following controls must be considered and implemented where

appropriate:

(a) it is important to segregate activities that require collusion in order to defraud,
e.g. raising a purchase order and verifying that the goods have been received,

and

(b) where there exists the possibility of collusion, controls must be devised and
implemented that increase the number of persons involved, thereby reducing the

risk of conspiracy.

9.1.5 External facilities management

The use of external contractors to provide and/or manage processing facilities may
introduce potential security exposures, such as the possibility of compromise,
damage, or loss of data. Such risks must be identified in advance and appropriate
controls agreed with the contractor, and incorporated into the Service Level

Agreement.
In particular, the following need to be addressed:

(a) obtaining the approval of business application owners;
(b) implications for business continuity plans;
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(c) security standards must be agreed, together with the process for measuring
compliance;

(d) allocation of specific responsibilities and procedures to effectively monitor all
relevant security activities; and

(e) Responsibilities and procedures for reporting and handling security incidents.

9.2 System planning and acceptance

| Objective: To minimise the risk of system failures.

Planning and preparation are essential to ensure the availability of adequate capacity
and resources. Projections of future capacity requirements should be made regularly
to reduce the risk of system overload. The operational requirements of new systems
should be established, documented and tested prior to their acceptance and use.
Upgrades and enhancements of a capital nature must be planned in line with the

municipality’s Budget cycle.

9.2.1 Capacity planning

Capacity demands should be monitored and projections of future capacity
requirements made to ensure that adequate processing power and storage are
available. These projections must take into account new business and system

requirements and current trends in the municipality’s information processing.

The main application servers require particular attention because costs and lead times
tend to be significant. Key resources must be monitored regularly and trends analysed.
9.2.2 System acceptance

Acceptance criteria for new information systems, upgrades and new versions must be
established, and suitable tests conducted prior to acceptance. Such criteria must be
clearly defined, agreed, documented and tested. The following controls should be

considered:

(a) performance and computer capacity requirements;,

(b) error recovery and restart procedures, and contingency plans;

(c) preparation and testing of routine operating procedures to defined standards;

(d) agreed set of security controls in place;
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(e) effective manual procedures;
(f) business continuity arrangements;

(g) evidence that installation of the new system will not compromise existing systems,

particularly at peak processing times;

(h) evidence that consideration has been given to the effect that the new system will

have on the overall security of the organisation; and

(i) training in the operation or use of the new system.

9.3 Protection against malicious software

Objective: To protect the integrit); of software and information.

Increasingly, it is necessary to take special precautions to detect and prevent the
introduction of malicious software (or “malware”). Information processing facilities are
vulnerable to the introduction of malicious software such as computer viruses, network
worms, Trojan horses and logic bombs. Users must be made aware of the dangers of
unauthorized software, particularly where such software is easily downloadable from

the internet.

9.3.1 Controls against malicious software

Detection and prevention controls to protect against malicious software, and
appropriate user awareness procedures must be implemented. Protection against
malicious software must be based on security awareness, appropriate system access

and change management controls. The following controls should be applied:

(a) Enforcement of the provisions of the Acceptable Use of Information Technology

Facilities regarding compliance with software licences and installation of software;

(b) installation and regular update of anti-virus and anti-spyware detection and repair

software;

(c) Conducting regular reviews of the software and data content of systems
supporting critical business processes. The presence of any unapproved files or

unauthorized amendments must be formally investigated;

(d) Checking of any files on electronic media of uncertain or unauthorized origin, or

files received over untrusted networks, for viruses before use;
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(e) Checking any electronic mail attachments and downloads for malicious software

before use;

(f) Management procedures and responsibilities to deal with the virus protection on

systems, training in their use, reporting and recovering from virus attacks;

(g) Appropriate business continuity plans for recovering from virus attacks, including
all necessary data and software backup and recovery arrangements; and

(h) Procedures to verify all information relating to malicious software, and ensure that
warning bulletins are accurate and informative. Managers must ensure that
qualified sources, e.g. reputable journals, reliable internet sites or anti-virus
software vendors, are used to differentiate between hoaxes and real viruses. Staff
should be made aware of the problem of hoaxes and what to do on receipt of

them.

9.4 Housekeeping

Objective: To maintain the integrity and availability of information processing and

communication services.

Routine procedures must be in place to carry out the agreed backup strategy, taking
backup copies of data and rehearsing timely restoration, logging events and faults

and, where appropriate, monitoring the equipment environment.

9.4.1 Information backup

Backup copies of essential business information and software must be taken regularly.
Adequate backup facilities must be provided to ensure that all business information
and software can be recovered following a disaster or media failure. Backup
arrangements for individual systems must be regularly tested to ensure that they meet
the requirements of the business continuity plans. The following controls should be

considered:

(a) the appropriate level of backup information, together with complete records of the
backup copies and documented restoration procedures, must be stored at a
remote location, at a sufficient distance to escape any damage from a disaster at
the main site. At least three generations or cycles of backup information must be

v x
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(b) backup media requires an appropriate level of physical and environmental
protection consistent with the standards applied at the main site. The controls
applied to media at the main site should be extended to cover the backup site.

Note: at present, off-site backup is located at the South End Fire Station;

(c) where practicable, backup media should be regularly checked and tested to
ensure they can be relied upon for emergency use when necessary. A policy of
planned media replacement after a predetermined number of cycles must be
implemented, so that media are replaced well within the relevant planned service

life; and

(d) restoration procedures should be checked and tested regularly to ensure that they
are effective and that they can be completed within the time allotted in the
operational procedures for recovery.

9.4.2 Operator logs

Operators must maintain logs of their activities, to include as appropriate:

(a) system starting and finishing times;

(b) system errors and corrective action taken;

(c) confirmation of the correct handling of data files and computer output; and

(d) the name of the person logging the entry.

This is in addition to system logs produced by the relevant operating system.

9.4.3 Fault logging

Faults must be reported to the relevant authority and corrective action taken. In the
case of corporate application systems, faults occurring during End-of-Day processing
shall be dealt with in accordance with the System Incident Report procedure. Users
must log fault calls with the Service Desk. All faults reported must be dealt with
appropriately within acceptable timescales dictated by the business impact of the fault.

Management must:
(a) review fault logs to ensure satisfactory resolutions have been reached; and

(b) review corrective measures to ensure controls have not been compromised, and

that the action taken is fully authorized.
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9.5 Network management

rObjective: To ensure the safeguarding of information in networks and the protection

of the supporting infrastructure.

9.5.1 Network controls

A range of network controls is hecessary to achieve and maintain security in computer
networks. Network controllers must implement controls to ensure the security of data
in networks, and the protection of connected services from unauthorized access. In

particular, the following controls must be enforced:

(a) Responsibilities and procedures for the management of remote equipment,

including equipment in user areas, must be established and communicated,;

(b) Where necessary, special controls must be established to safeguard the
confidentiality and integrity of data passing over public networks, and to protect
the connected systems. Special controls may also be required to maintain the

availability of the network services and computers connected; and

(c) Management activities should be closely co-ordinated both to optimize the service
to the business and to ensure that controls are consistently applied across the

information processing infrastructure.

9.6 Media handling and security

Objective: To prevent damage to assets and /:nterruptions fo business activities,

media should be controlled and physically protected.

Appropriate operating procedures must be in place to protect documents, computer
media (tapes, disks, cassettes), input/output data and system documentation from

damage, theft and unauthorized access.

9.6.1 Management of removable computer media

Procedures for the management of removable computer media such as tapes, disks,
cassettes and printed reports must be established. The following controls should be

considered and implemented as appropriate:
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(a) If no longer required, the previous contents of any re-usable media that are to be
disposed of, must be erased or the media rendered physically incapable of being

read;

(b) Authority to remove media from the municipality’s premises should be controlled
and limited. All such removals must be logged in a register kept for the purpose,
stating the date, time, type of media, label or description of content, destination

and name and Man Number of the person removing the media; and
(c) All media must be stored in a safe, secure environment, in accordance with the
manufacturer’s specifications and the security requirements of the municipality.
9.6.2 Disposal of media

Media must be disposed of securely and safely when no longer required or when the
number of usage cycles has exceeded the prescribed limit. Appropriate steps must be
taken to prevent leakage of sensitive information through careless disposal of media.

The following controls must be implemented, as appropriate:
(a) Media containing sensitive information must be disposed of securely and safely;
(b) ltems that might require secure disposal, such as:

(i) Paper documents;

(i)  Voice or other recordings;

(i)  Carbon paper,

(iv) Reports;

(v) Magnetic tapes;

(vi) Removable disks, diskettes or cassettes;

(vii)  Optical storage media (CDs/DVDs) — all forms, including manufacturer

software distribution media
(viii)  system documentation.

Where paper documents are to be disposed of in bulk via external contractors, care
must be taken to ensure that there are suitable safeguards in place to prevent
compromising of sensitive information. Wherever possible, such media must be

securely (cross-cut) shredded.
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Disposal of sensitive items should be logged in a register kept for the purpose.

Note that the provisions of the Archives Act may have a bearing on disposal of media,
particularly reports and the assistance of the Archives Officer should be sought when
formulating the relevant disposal procedures.

9.6.3 Information handling procedures

Procedures for the handling and storage of information must be developed and
implemented in order to adequately protect such information from unauthorized
disclosure or misuse. Procedures should be drawn up for handling information
consistent with its classification in documents, computing systems, networks, mobile
computing, mobile communications, mail, voice mail, voice communications in
general, multimedia, postal services/facilities, use of fax machines and any other
sensitive items, e.g. blank cheques and other pre-printed stationery. The following

controls should be implemented as appropriate:

(a) handling and labelling of all media;

(b) access restrictions to identify unauthorized personnel,

(c) maintenance of a formal record of the authorized recipients of data;

(d) ensuring that input data is complete, that processing is properly completed and

that output validation is applied:;
(e) protection of spooled data awaiting output to a level consistent with its sensitivity;

() storage of media in an environment that accords with manufacturers’

specifications;
(g) keeping the distribution of data to a minimum;
(h) clear marking of copies of data for the attention of the authorized recipient; and

(i) review of distribution lists and lists of authorized recipients at regular intervals.

9.6.4 Security of system documentation

System documentation may contain a range of sensitive information, e.g., descriptions
of applications processes, procedures, data structures and authorization processes.

The following controls should be implemented as necessary:

(@) system documentation should be stored securely;
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(b) the access list for system documentation should be kept to a minimum and

authorized by the application owner; and

(c) system documentation held on a network, or supplied via a network, should be

appropriately protected.

9.7 Exchanges of information and software

Objective: To prevent loss, modification or misuse of information exchanged%tween |

organisations.

Exchanges of software between the municipality and external organisations must be
controlled and compliant with relevant legislation. Exchanges should be done on the
basis of formal agreements with procedures and standards implemented to protect
information and media in transit. The business and security implications associated
with electronic data interchange, electronic commerce and electronic mail must be

considered.

9.7.1 Information and software exchange agreements

Agreements, preferably formal and reduced to writing in a Service Level Agreement
(SLA) are required for the exchange of information (whether electronic or manual)
between the municipality and external bodies. The security content of such an
agreement should reflect the sensitivity of the information involved. Agreements on

security should include:

(a) management responsibilities for controlling and notifying transmission, dispatch

and receipt;
(b) procedures for notifying sender, transmission, dispatch and receipt;
(c) minimum technical standards for packaging and transmission;
(d) courier identification standards;
(e) responsibilities and liabilities in the event of loss of data;

(f) use of an agreed labelling system for sensitive or critical information, ensuring that

the meaning of labels is immediately understood and that the information is

appropriately protected;
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(g) information and software ownership and responsibilities for data protection,

software copyright compliance and similar considerations;

(h) technical standards for recording and reading information and software; and

(i) any special controls that may be required to protect sensitive items, such as
cryptographic keys.

9.7.2 Security of media in transit

Information can be vulnerable to unauthorized access, misuse, tampering or
corruption during physical transport, for instance when sending media via the postal
service or courier. The following controls should be considered and implemented as

necessary when transporting computer media between sites:
(a) Reliable transport or couriers should be used;

(b) Packaging should be sufficient to protect the contents from physical damage likely

to arise during transit and in accordance with manufacturers’ specifications;

(c) Special controls should be adopted, where necessary, to protect sensitive

information from unauthorized disclosure or modification. Examples include:
(i) use of locked containers;
(ii) delivery by hand,;
(iiiy tamper-evident packaging (which reveals attempts to gain access);

(iv) in exceptional cases, splitting of the consignment into more than one

delivery and dispatch by different routes; and

(v) use of digital signatures and confidentiality encryption.

9.7.3 Electronic commerce security

Electronic commerce can involve the use of electronic data interchange (EDI),
electronic mail and on-line transactions across public networks such as the internet.
Electronic commerce is vulnerable to a number of network threats which may result
from fraudulent activity, contract dispute and disclosure or modification of information.
Therefore, appropriate controls must be applied to mitigate the risks. Security

considerations include the following:
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(a)

(b)

(c)

(d)

(e)

(f)

(9)

(h)

Authentication. What level of confidence can be placed on the claimed identities

of the parties to a transaction?

Authorization. What level of confidence can be placed on the claimed authority

to conduct a transaction?

Contract and tendering processes. What are the requirements for confidentiality,

integrity and proof of despatch and receipt of key documents and the non-

repudiation of contracts?

Order transactions. How is the confidentiality and integrity of order, payment and

delivery address details, and confirmation of receipt, provided?

Vetting. What degree of vetting is appropriate to check payment information

supplied by the customer?

Settlement. What is the most appropriate form of payment to guard against

fraud?

Ordering. What protection is required to maintain the confidentiality and integrity

of order information, and to avoid the loss or duplication of transactions?

Liability. Who carries the risk for any fraudulent transactions?

9.7.4 Security of electronic mail

Electronic mail is increasingly being used for routine business communications,

replacing traditional forms of communication such as telex, facsimile transmission and

letters. Electronic mail differs from traditional forms of business communication by, for

example, its speed, message structure, degree of informality and vulnerability to

unauthorized access.

(a)

Security risks

Consideration must be given to the need for controls to reduce risks created by

electronic mail. These include:

(i) wvulnerability of messages to unauthorized access or modification or denial
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(b)

(ii)

(iii)

(iv)

(v)
(vi)

vulnerability to error, e.g., incorrect addressing or misdirection, and the

general reliability and availability of the service;

impact of a change of communication media on business procedures, e.g.,
the effect of increased speed of dispatch or the effect of sending formal

messages from person to person rather than organisation to organisation;

legal considerations, such as the potential need for proof of origin,

dispatch, delivery and acceptance;
implications of publishing externally accessible staff list; and

controlling remote user access to electronic mail accounts.

Policy on electronic mail

The municipality is in the process of drawing up a clear policy regarding the use

of electronic mail. From an Information Security Management perspective, the

policy will have to address:

(i)

(ii)

(iii)

(iv)

(v)

(vi)

(vii)

(viii)

attacks on electronic mail, e.g., viruses, interception;
protection of electronic mail attachments;
guidelines on when not to use electronic mail;

employee responsibility not to compromise the municipality, e.g., sending

defamatory electronic mail, use for harassment, unauthorized purchasing;

use of cryptographic techniques to protect the confidentiality and integrity

of electronic messages;

retention of messages which, if stored, could be discovered in case of
litigation;

compliance with the provisions of the Archives Act governing retention and

disposal of messages; and

additional controls for vetting messaging which cannot be authenticated.
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9.7.5 Security of electronic office systems

Policies and guidelines should be prepared and implemented to control the business
and security risks associated with electronic office systems. These provide
opportunities for faster dissemination and sharing of business information using a
combination of; documents, computers, mobile computing, mobile communications,
mail, voice mail, voice communications in general, multimedia, postal

services/facilities and fax machines.

Consideration given to the security and business implications of interconnecting such

facilities should include:

(a) vulnerabilities of information in office systems, e.g., recording phone calls or
conference calls, confidentiality of calls, storage of faxes, opening mail,

distribution of mail;

(b) policy and appropriate controls to manage information sharing, e.g., the use of

corporate bulletin boards;

(c) excluding categories of sensitive business information if the system does not

provide an appropriate level of protection;
(d) restricting access to diary information relating to selected individuals;

(e) the suitability, or otherwise, of the system to support business applications, such

as communicating orders or authorizations;

(f) categories of staff, contractors or other parties allowed to use the system and the

locations from which it may be accessed;
(g) restricting selected facilities to specific categories of user;

(h) identifying the status of users, e.g., employees of the municipality or contractors

in directories for the benefit of other users;
(i) retention and backup of information held on the system; and

(j) fallback requirements and arrangements.

9.7.6 Publicly available systems

Care must be taken to protect the integrity of electronically published information to

prevent unauthorized modification which could harm the reputation of the municipality.
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Information on a publicly available system, e.g., information on a web server
accessible via the internet, may need to comply with laws, rules and regulations in the
jurisdiction in which the system is located. There should be a formal authorization

process before information is made publicly available.

Software, data and other information requiring a high level of integrity, made available
on a publicly available system, should be protected by appropriate mechanisms, e.g.,
digital signatures. Electronic publishing systems, especially those that permit feedback
and direct entry of information, should be carefully controlled so that:

(a) information is obtained in compliance with any data protection legislation;

(b) information input to, and processed by, the publishing system will be processed

completely and accurately in a timely manner;

(c) sensitive information will be protected during the collection process and when

stored; and

(d) access to the publishing system does not allow unintended access to networks to

which it is connected.

9.7.7 Other forms of information exchange

Procedures and controls should be in place to protect the exchange of information
through the use of voice, facsimile and video communications facilities. Information
could be compromised due to lack of awareness, policy or procedures on the use of
such facilities, e.g., being overheard on a mobile phone in a public place, answering
machines being overheard, unauthorized access to dial-in voice-mail systems or

accidentally sending facsimiles to the wrong person.

Business operations could be disrupted and information could be compromised if
communications facilities fail, are overloaded or interrupted. Information could also be

compromised if these are accessed by unauthorized users.

A clear policy statement of the procedures staff is expected to follow in using voice,

facsimile and video communications should be established. This should include:

(a) reminding staff that they should take appropriate precautions, e.g., not to reveal

sensitive information by avoiding being overheard or intercepted when making a

phone call by: L /(
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(i) people in their immediate vicinity particularly when using mobile phones;

(iiy  wiretapping and other forms of eavesdropping through physical access to

the phone handset or the phone line; and
(i)  people at the recipient’s end.

(b) reminding staff that they should not have confidential conversations in public

places or open offices and meeting places with thin walls;

(c) not leaving messages on answering machines since these may be replayed by
unauthorized persons, stored on communal systems or stored incorrectly as a

result of misdialling;
(d) reminding staff about the problems of using facsimile machines, namely:
(i) unauthorized access to built-in message stores to retrieve messages;

(ii)  deliberate or accidental programming of machines to send messages to

specific members; and

(i)  sending documents and messages to the wrong number either by

misdialling or using the wrong stored number.

10.  ACCESS CONTROL

10.1 Business requirement for access control

Objective: To control access to information.

Access to information, and business processes, must be controlled on the basis of

business and security requirements.

10.1.1 Access control policy

(a) Policy and business requirements

Business requirements for access control must be defined and documented. Access
control rules and rights for each user or group of users must be clearly stated in an
access policy statement. Users and service providers must be given a clear

statement of the business requirements to be met by access controls.
The policy should take account of the following:

(i) security requirements of individual business applications;
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(if)
(i)

(iv)

(v)

(vi)
(vii)

identification of all information related to the business applications;

policies for information dissemination and authorization, e.g., the need-

to-know principle and security levels and classification of information;

consistency between the access control and information classification

policies of different systems and networks;

relevant legislation and any contractual obligations regarding protection

of access to data or services;
standard user access profiles for common categories of job; and

management of access rights in a distributed and networked environment

which recognizes all types of connections available.

(b) Access control rules

In specifying access control rules, cognisance should be taken of the following:

(i)

(ii)

(iii)

(iv)

(v)

differentiating between rules that must always be enforced and rules that

are optional or conditional,

establishing rules on the premise “What must be generally forbidden
unless expressly permitted” rather than the weaker rule “Everything is

generally permitted unless expressly forbidden”;

changes in information labels that are initiated automatically by
information processing facilities and those initiated at the discretion of the

user,

changes in user permissions that are initiated automatically by the

information system and those initiated by an administrator; and

rules which require administrator or other approval before enactment and

those which do not.

10.2 User access management

Objective: To prevent unauthorised access fo information systems.
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Formal procedures must be in place to control the allocation of access rights to
information systems and services. The procedures must cover all stages in the life-
cycle of user access, from the initial registration of new users to the final de-registration
of users who no longer require access to information systems and services. Special
attention must be given, where appropriate, to the need to control the allocation of

privileged access rights, which allow users to override system controls.

10.2.1 User registration

The formal user registration and de-registration procedure is the System Request,
supplemented by user profile information on the prescribed form. The registration

process includes:

(a) assignment of a unique username identifying the user and by which the user can

be held accountable;

(b) assignment of a temporary, one-shot password for the specific purpose of allowing

the user to create his/her own password,;

(c) granting of appropriate access rights as specified by the System Request, either

directly or by associating the user with the relevant user group(s); and
(d) maintaining formal records of all persons registered to use the facilities.

Where necessary, users are de-registered in similar fashion.

10.2.2 User password management

Passwords are the means by which a user’s identity is authenticated in order to allow
access to an information system or service. The allocation of passwords must be

controlled through a formal management process, encompassing the following:

(a) users must be required to sign (either on paper or electronically) an undertaking
to keep personal passwords confidential and work group passwords (where

these exist) solely within the members of the group;

(b) users must preferably be required to maintain their own passwords, i.e., they are
initially provided with a temporary, “one-shot” password that only allows the user

to create his/her own password and confers no application access rights; and
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(c) temporary, “one-shot” passwords provided when users forget their passwords
must only be supplied following positive identification of the user.

10.2.3 Review of user access rights

To maintain effective control over access to data and information services, business
management must conduct regular formal reviews of users’ access rights. The

following are recommended:

(a) users’ access rights should be reviewed at regular intervals (a period of six

months is recommended) and after any changes in the organisation structure;

(b) authorizations for special privileged access rights (e.g., approvals and
authorizations) should be reviewed more frequently (a period of three months is

recommended); and

(c) privilege allocations should be checked at random intervals to ensure that

unauthorized privileges have not been obtained.

10.3 User responsibilities

Objective: To prevent unauthorised user access.

The co-operation of users is essential for effective security. Users must be made
aware of their responsibilities for maintaining effective access controls, particularly

regarding the use of passwords and the security of user equipment.

10.3.1 Password use

Users must be educated to follow good security practices in the selection and use of

passwords.

Passwords provide a means of validating a user’s identity and thus to establish access

rights to information processing facilities or services. Users must be advised to:
(a) keep passwords confidential;
(b) avoid keeping a paper record of passwords, unless this can be stored securely;

(c) change passwords whenever there is any indication of possible system or

password compromise;
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(d)

(e)

(h)

select quality passwords with a minimum length of six characters which are:
() easy to remember;

(i) not based on anything somebody else could easily guess or obtain using
person-related information, e.g., names, telephone numbers, birth dates,

efc.; and

(i) free of consecutive identical characters or all-numeric or all-alphabetical

groups.
Where ever possible, password criteria should be enforced by program code.

change passwords at regular intervals or based on the number of accesses
(passwords conferring higher privileges should be changed more frequently than
normal passwords) and avoid re-using or cycling old passwords. Where

possible, this should be enforced by program code;

change temporary passwords at the first log-on. This should also be enforced by

program code;

not include passwords in any automated log-on process, e.g., stored in a macro

or function key; and

never share passwords.

10.3.2 Unattended user equipment

Users must ensure that unattended equipment has appropriate protection. Equipment

stored in user areas, e.g., workstations or file servers, may require specific protection

from unauthorized access when left unattended for an extended period. All users - and

contractors — must be made aware of the security requirements and procedures for

protecting unattended equipment, as well as their responsibilities for implementing

such protection. Users should be advised to:

(a)

(b)

terminate active sessions when finished, unless they can be protected by an

appropriate locking mechanism, e.g., a password protected screen saver; and

secure PCs or terminals from unauthorized use by a key lock or an equivalent

control, e.g. password access, when not in use.

U
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10.4 Network access control

Objecti;; To protect networked services.

Access to both internal and external networked services must be controlled. This is to
ensure that users who have access to networks and network services do not

compromise the security of these network services. It is therefore necessary to:

(a) ensure appropriate interfaces are established between the municipality’s

network(s) and networks owned by other organisations, or public networks;
(b) implement appropriate authentication mechanisms for users and equipment; and

(c) maintain control over user access to information services.

10.4.1 Policy on use of network services

Insecure connections to network services can affect the whole municipality. Users
should only be provided with direct access to the services that they have been
specifically authorized to use. This control is particularly important for network
connections to sensitive or critical business applications or to users in high-risk
locations, e.g., users in public or external areas that are outside of the municipality’s

security management and control.
It is therefore necessary to determine and / or implement the following:
(a) the network(s) and network service(s) which may be accessed;

(b) authorization procedures for determining who is allowed to access the network(s)

and network service(s);

(c) management controls and procedures to protect the access to the network

connections and network services.

10.4.2 Enforced path

The path from the user terminal to the computer service needs to be controlled.
Networks are designed to allow maximum scope for sharing of resources and flexibility
of routing, but these very features may sometimes provide opportunities for
unauthorized access to business applications, or unauthorized use of information

facilities. Incorporating controls that restrict the route between a user terminal and the

VA
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computer services its user is authorized to access, e.g., by creating an enforced path,

can reduce such risks.

The objective of an enforced path is to prevent any user selecting routes outside the

route between the user terminal and the services that the user is authorized to access.

This usually requires the implementation of a number of controls at different points in
the route. The principle is to limit the routing options at each point in the network,
through predefined choices. Examples of this are as listed below and the appropriate

mechanism must be selected and implemented where required:
(a) allocating dedicated lines or telephone numbers;

(b) automatically connecting ports to specified application systems or security

gateways;
(c) limiting menu and submenu options for individual users;
(d) prevention of unlimited network roaming;

(e) enforcing the use of specified application systems and / or security gateways for

external network users;

()  actively controlling allowed source to destination communications via security

gateways, e.g., firewalls; and

(g) restricting network access by setting up separate logical domains, e.g., virtual

private networks, for user groups within the municipality.

10.4.3 User authentication for external connections

External connections provide a potential for unauthorized access to information, e.g.,
via dial-up methods. It is therefore necessary to apply mechanisms to mitigate this
risk. The most common method is through the use of dial-back modems, where users
trying to establish a connection are authenticated and then “called-back” on a

predetermined telephone number associated with that user.

10.4.4 Node authentication

A facility for connection to a remote computer could provide a way of gaining
unauthorized access to an application. Connections to remote computers should
therefore be authenticated. /L
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10.4.5 Remote diagnostic port protection

Access to diagnostic ports must be securely controlled. Many computers and
communications systems are equipped with a dial-up remote diagnostic facility for use
by maintenance engineers. Such ports must be protected by appropriate security
mechanisms and procedures to ensure they are only accessible by arrangement
between the appropriate official within the municipality (generally the Assistant
Director: Technical Services or as delegated) and the hardware / software support

personnel requiring access.

10.4.6 Segregation in networks

Networks are increasingly being extended beyond traditional organisational
boundaries, as business partnerships are formed that may require the interconnection
or sharing of information processing and networking facilities. Such extensions might
increase the risk of unauthorized access and methods to mitigate such risks must be

considered.

One possible approach is to split a large network into separate logical network
domains, e.g., the municipality’s internal network domains and external network
domains, each protected by a defined security perimeter. Such a perimeter can be
implemented by installing a secure gateway between the two networks to be
interconnected to control access and information flow between the two domains. This
gateway should be configured to filter traffic between these domains and to block
unauthorized access in accordance with the access control policy. An example of this

type of gateway is what is commonly referred to as a firewall.

10.4.7 Network connection control

Access control policy requirements for shared networks, especially those extending
across organisational boundaries, may require the incorporation of controls to restrict
the connection capability of users. Such controls can be implemented through network
gateways that filter traffic by means of pre-defined tables or rules. The restrictions
applied should be based on the access policy and requirements of the applications,

and should be maintained and updated regularly.
Applications to which restrictions should be applied are:

(a) electronic mail
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(b) one-way file transfer;
(c) two-way file transfer;
(d) interactive access; and

(e) network access linked to time of day or date.

10.4.8 Network routing control

Shared networks, especially those extending across organisational boundaries, may
require the incorporation of routing controls to ensure that computer connections and

information flows do not breach the access control policy.

Routing controls should be based on positive source and destination address checking
mechanisms. Network address translation is also a very useful mechanism for
isolating networks and preventing routes to propagate from the network of one
organisation into the network of another. This can be implemented in hardware or
software but cognisance must be taken of the relative strengths of the mechanisms

considered.

10.5 Operating System Access Control

Objective: To prevent unauthorised co_n_vputer access.

Security facilities at the operating system level should be used to restrict access to

computer resources. These facilities should be capable of the following:

(a) identifying and verifying the identity, and if necessary, the terminal or location of

each authorized user;
(b) recording successful and failed system accesses;

(c) providing appropriate means for authentication and ensuring quality passwords

through use of a password management system;
(d) where appropriate, restricting the connection times of users; and

(e) where justified by the business risk, other access control methods, such as

challenge-response.
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10.5.1 Password Management System

Passwords are the principal means of validating a user's authority to access a
computer system. Password management systems must provide an effective,

interactive facility that ensures quality passwords.

Passwords, other than an initial, one-shot password to allow the user to create his/ her

own password, must not be assigned; i.e., only the user must know his/ her password.
The password management system shall:
(a) enforce the use of individual passwords to maintain accountability;

(b) require users to select and change their own passwords and include a

confirmation procedure to allow for input errors;
(¢) enforce a choice of quality passwords;
(d) enforce password changes at appropriate intervals;

(e) provide a one-shot, temporary password for a first log-on to create a password

or to replace a forgotten password;
() maintain a record of previously-used passwords to prevent re-use;
(g) never display a password on screen;
(h) store password data separately from application system data;
(i) store passwords in encrypted form using a one-way encryption algorithm; and

() alter default vendor passwords following installation of software.

10.5.2 Use of system utilities

The use of system utility programs that are capable of overriding system and
application controls must be restricted to a strictly limited number of persons and their
use tightly controlled and documented. The following controls must be implemented,

as appropriate:
(@) use of authentication procedures for system utilities;
(b) segregation of system utilities from applications software,

(c) limitation of the use of system utilities to the minimum practical number of trusted,

authorized users;
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(d) authorization for ad hoc use of system ultilities;

(e) limitation of the availability of system utilities, e.g., for the duration of an

authorized change;
(fh logging of all use of system utilities;
(9) defining and documenting of authorization levels for all system utilities; and

(h) removal of all unnecessary software-based utilities and system software.

10.6 Application access control

| Objective: To prevent unauthorised access to information held in information systems,

security facilities should be used to restrict access within application systems.

Logical access to software and information must be restricted to authorized users.

Application systems must:

(a) control user access to information and application system functions, in

accordance with a defined business access control policy;

(b) provide protection from unauthorized access for any utility and operating system

software that is capable of overriding system or application controls;

(c) not compromise the security of other systems with which the information sources

are shared: and

(d) be able to provide access to information to the owner only, other nominated

authorized individuals, or defined groups of users.

10.6.1 Information access restriction

All users of application systems, including development and support staff, may only
be provided with access to information and application systems in accordance with a
defined access control policy. This is achieved through implementation of the following

controls:

(a) providing menus or similar facilities (e.g., Novell-delivered Applications Window)

to control visibility of applications;

v

Page 66 of 81



(b)

(c)

(d)

restricting access to specific functionality by disabling window objects providing
that functionality through a system of granting and / or revoking of privileges;

restricting data base access to applications to a superuser, i.e., no user shall
have direct READ, WRITE, UPDATE or DELETE privileges to any data base; all
such operations shall be performed via the application program in the name of a

superuser defined for that purpose; and

ensuring that outputs from application systems handling sensitive information
contain only the information relevant to the use of the output and are sent only
to authorized terminals and locations, including periodic review of such outputs

to ensure that redundant information is removed.

10.7 Monitoring system access and use

LObjective: To detect unauthorised activities.

Systems should be monitored to detect deviation from access control policy and record

monitor able events to provide evidence in case of security incidents.

10.7.1 Event logging

Audit logs recording exceptions and other security-relevant events should be produced

and maintained for an agreed period to assist in future investigations and access

control monitoring. Audit logs should include:

(@)
(b)
(c)
(d)
(e)

user identity (username);

dates and times for log-on and log-off;

terminal identity and location (where possible);

records of successful and rejected access attempts; and

records of successful and rejected data and other resource access attempts.

10.7.2 Monitoring system use

()

Procedures and areas of risk

Procedures for monitoring use of information processing facilities should be
established. Such procedures are necessary to ensure that users are only

performing activities that have been explicitly authorized. The level of monitoring
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required for individual activities should be determined by a risk assessment. Ares

that should be considered include:
(i) authorized access, including detail such as:
a. The user identity (username);
b. The date and time of key events;
c. The types of events;
d. The files accessed; and

e. The programs and / or utilities used.

(ii)  all privleged operations, such as:

a. use of supervisor account;

b. system start-up and stop; and

c. Input/Output (I/0) device attachment/detachment.
(i)  unauthorized access attempts, such as:

a. failed attempts;

b. access policy violations and notifications for network gateways and

firewalls; and
c. alerts from proprietary intrusion detection systems.
(iv) system alerts or failures, such as:
a. console alerts or messages,;
b. system log exceptions; and
¢. network management alarms.

Risk factors
The result of the monitoring activities should be reviewed regularly. The

frequency of the review will be determined by the level of risk involved. Risk

factors that should be considered include the:

(i) criticality of the application processes;
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(i) value, sensitivity or criticality of the information involved,
(iii)  past experience of system infiltration or misuse; and
(iv) extent of system interconnection (particularly public networks).

Logging and reviewing events

A log review involves understanding the threats faced by the system and the

manner in which these may arise.

System logs frequently contain large volumes of information, much of which is
extraneous to security monitoring. In order to render the volumes manageable,
the copying of appropriate message types to a second log, and/ or the use of
suitable system utilities or audit tools to perform file interrogation should be

considered.

When allocating the responsibility for a log review, consideration should be given
to a separation of roles between the person(s) undertaking the review and those

whose activities are being monitored.

Particular attention should be given to the security of the logging facility because
if tampered with it can provide a false sense of security. Controls should aim to

protect against unauthorized changes and operational problems including:
(i) the logging facility being de-activated,

(i) alterations to the message types that are recorded;

(iii)  log files being edited or deleted; and

(iv) log file media becoming exhausted, and either failing to record events or

overwriting itself.

10.7.3 Clock synchronization

The correct setting of computer clocks is important to ensure the accuracy
of audit logs, which may be required for investigations or as evidence in
legal or disciplinary cases. Inaccurate audit logs may hinder such

investigations and damage the credibility of such evidence.

Where a computer or communications device has the capability to operate

a real-time clock, it must be set to Local Standard Time. As clocks may drift
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with time, there should be a procedure that checks and corrects any

significant variation.

11.  BUSINESS CONTINUITY MANAGEMENT

11.1 Aspects of business continuity management

Objective: To counteract interruptioﬁs fo business activities and to protect critical

business processes from the effects of major failures or disasters.

A business continuity management process must be implemented to reduce
the potential for disruption caused by disasters and security failures (which may
be the result of, for example, natural disasters, accidents, equipment failures,
and deliberate actions) to an acceptable level through a combination of

preventative and recovery controls.

The consequences of disasters, security failures and loss of service should be
analysed. Contingency plans must be developed and implemented to ensure
that essential business processes can be restored within the required
timescales. Such plans must be maintained and practised to become an

integral part of all other management processes.

Business continuity management must include controls to identify and reduce
risks, limit the consequences of damaging accidents, and ensure the timely

resumption of essential operations.

11.1.1 Business continuity management process

A managed process for developing and maintaining business continuity
throughout the municipality needs to be in place. It should bring together the

following key elements of business continuity management:

(a) understanding the risks the municipality is facing in terms of their
likelihood and their impact, including an identification and prioritization

of critical business processes;

(b) understanding the impact which interruptions are likely to have on the

municipality’s business — both smaller incidents and more serious
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incidents that could threaten the viability of the municipality — and

establishing the business objectives of information processing facilities;

(c) considering the purchase of suitable insurance which may form part of

the business continuity process;

(d) formulating and documenting a business continuity strategy consistent

with the agreed business objectives and priorities;

(e) formulating and documenting business continuity plans in line with the

agreed strategy;

() regular testing and updating of the plans and processes put in place;

and

(g) ensuring that the management of business continuity is incorporated in

the municipality’s processes and structure.

11.1.2 Business continuity and business analysis

Business continuity should begin by identifying events that can cause
interruptions to business processes, e.g. equipment failure, flood and fire.
This should be followed by a risk assessment to determine the impact of
those interruptions, both in terms of damage scale and recovery period.
Both of these activities should be carried out with the full involvement of the
owners of business resources and processes. This assessment must
consider all business processes and not be limited to the information

processing facilities.

Depending on the results of the risk assessment, a strategy plan should be
developed to determine the overall approach to business continuity. Once

this plan has been created, it must be endorsed by management.

11.1.3 Writing and implementing continuity plans

Plans must be developed to maintain or restore business operations in the
required time scales following interruption to, or failure of, critical business
processes. The business continuity planning process should consider the

following:
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(a)

(b)

(c)
(d)

(€)

identification and agreement of all responsibilities and emergency

procedures;

implementation of emergency procedures to allow recovery and
restoration in required time scales. Particular attention needs to be
given to the assessment of external business dependencies and the

contracts in place;
documentation of agreed procedures and processes;

appropriate education of staff in the agreed emergency procedures

and processes including crisis management; and

testing and updating of the plans.

11.1.4 Business continuity planning framework

A single framework of business continuity plans should be maintained to

ensure that all plans are consistent, and to identify priorities for testing and

maintenance. Each business continuity plan should specify clearly the

conditions for its activation, as well as the individuals responsible for

executing each component of the plan. When new requirements are

identified, established emergency procedures, e.g. evacuation plans or any

existing fall back arrangements, should be amended as appropriate.

A business continuity planning framework should consider the following:

(a)

(b)

(c)

the conditions for activating the plans which describe the process to
be followed (how to assess the situation, who is to be involved, efc.)

before each plan is activated;

emergency procedures which describe the actions to be taken
following an incident which jeopardizes business operations and/or
human life. This should include arrangements for public relations
management and for effective liaison with appropriate public

authorities, e.g. police.

fallback procedures which describe the actions to be taken to move

essential business activities or support services to alternative
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(d)

(€)

(f)

(9)

temporary locations, and to bring business processes back into

operation in the required time scales;

resumption procedures which describe the actions to be taken to

return to normal business operations;

a maintenance schedule which specifies how and when the plan will

be tested, and the process for maintaining the plan;

awareness and education activities which are designed to create
understanding of the business continuity processes and ensure that

the processes continue to be effective; and

the responsibilities of the individuals, describing who is responsible
for executing which component of the plan. Alternates should be

nominated as required.

Each plan should have a specific owner. Emergency procedures, manual

fallback plans and resumption plans should be within the responsibility of

the owners of the appropriate business resources or processes involved.

Fallback arrangements for alternative technical services, such as

information processing and communications facilities, should usually be the

responsibility of the service providers.

11.1.5 Testing, maintaining and re-assessing business continuity plans

(@)

Testing the plans

Business continuity plans may fail on being tested, often because of
incorrect assumptions, oversights, or changes in equipment of
personnel. They should therefore be tested regularly to ensure that
they are up to date and effective. Such tests should also ensure that
all members of the recovery team and other relevant staff are aware

of the plans.

The test schedule for business continuity plans should indicate how
and when each element of the plan should be tested. It is
recommended to test the individual components of the plans

frequently. A variety of techniques should be used in order to provide
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(b)

assurance that the plans will operate in real life. These should

include:

(i) ‘desk top testing’ of various scenarios (discussing the
business  recovery arrangements using example

interruptions);

(i)  simulations (particularly for training people in their post-

incident/crisis management roles);

(iiy  technical recovery testing (ensuring information systems can

be restored effectively);

(iv)  testing recovery at an alternate site (running business
processes in parallel with recovery operations away from the

main site);

(v) tests of supplier facilities and services (ensuring externally
provided services and products will meet the contracted

commitment); and

(vi)  complete rehearsals (testing that the organisation, personnel,
equipment, facilities and processes can cope with

interruptions).

Maintaining and re-assessing the plans

Business continuity plans should be maintained by regular reviews
and updates to ensure their continuing effectiveness. Procedures
should be included within the municipality’s change management
programme to ensure that business continuity matters are

appropriately addressed.

Responsibility should be assigned for regular reviews of each
business continuity plan; the identification of changes in business
arrangements not yet reflected in the business continuity plans
should be followed by an appropriate update of the plan. This formal
change control process should ensure that the updated plans are

distributed and reinforced by regular reviews of the complete plan.
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Examples of situations that might necessitate updating plans include
the acquisition of new equipment, or upgrading of operational

systems and changes in:

(i) personnel,

(i) addresses or telephone numbers;

(iii) business strategy;

(iv) location, facilities and resources;

(v) legislation;

(vi) contractors, suppliers and key customers;
(vii) processes, or new/withdrawn ones; and

(viii) risk (operational and financial).

12. COMPLIANCE

12.1 Compliance with legal requirements

Objective: To avoid breaches of statutory, regulatory or contractual requirements.

The design, operation use and management of information systems may be

subject to statutory, regulatory and contractual security requirements.

12.1.1 Identification of applicable legislation

All relevant statutory, regulatory and contractual requirements should be
explicitly defined and documented for each information system. The specific
controls and individual responsibilities to meet these requirements should

be similarly defined and documented.

12.1.2 Intellectual property rights

(a) Copyright

Appropriate procedures must be implemented to ensure compliance
with legal restrictions on the use of material in respect of which there

may be intellectual property rights, such as copyright, design rights
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(b)

(i)

(ii)

(iif)

(iv)

(v)

(vi)

(vii)

(viii)
(ix)

(x)

and trademarks. Copyright infringement can lead to legal action which

may involve criminal proceedings.

Legislative, regulatory and contractual requirements may place
restrictions on the copying of proprietary material. In particular, they
may require that only material that is developed by the organisation,
or that is licensed or provided by the developer to the organisation,

can be used.

Software Copyright

Proprietary software products are usually supplied under a licence
agreement that limits the use of the products to specified machines
and may limit copying to the creation of backup copies only. The

following controls should be considered:

publishing a software copyright compliance policy which defines

the legal use of software and information products;
issuing standards for acquisition of software products;

maintaining awareness of the software copyright and acquisition
policies, and giving notice of the intent to take disciplinary action

against staff who breach them;
maintaining appropriate asset registers;

maintaining proof and evidence of ownership of licences, master

disks, manuals, efc.

implementing controls to ensure that any maximum number of

users permitted is not exceeded;

carrying out checks that only authorized software and licensed

products are installed;
providing a policy for maintaining appropriate licence conditions;

providing a policy for disposing of or transferring software to

others;

using appropriate audit tools; and
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(xi)  complying with terms and conditions for software and information

obtained from public networks.

12.1.3 Safeguarding of organisational records

Important records of any organisation must be protected from loss,
destruction and falsification. Some records may need to be securely
retained to meet statutory or regulatory requirements, as well as to support
essential business activities. Examples of this are records that may be
required as evidence that an organisation operates within statutory or
regulatory rules, or to ensure adequate defence against potential civil or
criminal action, or to confirm the financial status of the organisation. The
time period and data content for information retention is prescribed by the
National Archives act (the National Archives and Records Service of South
Africa Act (Act No. 43 of 1996 as amended)).

Records must be categorized into record types, e.g., accounting records,
data base records, transaction logs, audit logs and operational procedures,
each with details of retention periods and type of storage medium, e.g.,
paper, microfiche, magnetic or optical media. Any related cryptographic
keys associated with encrypted archives or digital signatures must be kept

securely and made available to authorized persons when needed.

Consideration must be given to the possibility of degradation of media used
for storage of records; e.g., magnetic tape media must not be recycled
beyond the number of passes specified by the manufacturer. Storage and
handling procedures must be implemented strictly in accordance with the

manufacturer's recommendations.

Where electronic storage media are chosen, procedures to ensure the
ability to access data (both media and format readability) throughout the
retention period must be included, to safeguard against loss due to future
technology change. This may require the retention of certain equipment
(and software) beyond its economical lifespan and has financial,

maintenance and accommodation implications.
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Data storage systems should be chosen such that required data can be
retrieved in a manner acceptable to a court of law, e.g., all records required

can be retrieved in an acceptable timeframe and in an acceptable format.

The system of storage and handling must ensure clear identification of
records and of their statutory or regulatory retention period. It should permit
appropriate destruction of records after that period if they are not needed by

the organisation.

To meet these obligations, the following steps should be considered and

implemented as deemed appropriate:

(a) guidelines should be issued on the retention, storage, handling and

disposal of records and information;

(b) a retention schedule should be drawn up identifying essential record

types and the period of time for which they should be retained; and

(c) aninventory of resources should be implemented to protect essential

records and information from loss, destruction and falsification.

12.1.4 Prevention of misuse of information processing facilities

The information processing facilities of the municipality are provided for
business purposes. Management should authorize their use. Any use of
these facilities for non-business or unauthorized purposes, without
management approval, should be regarded as improper use of the facilities.
If such activity is detected by monitoring or other means, it should be
brought to the attention of the individual manager concerned for appropriate
disciplinary action. However, where a Designated Authority detects or has
a bona fide suspicion of activities that may compromise the security or
integrity of the information systems, that person must take immediate action
to mitigate adverse effects. The Designated Authority shall not be impeded
in any way from taking such action as may be deemed necessary to

safeguard the information processing assets of the municipality.
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12.2 Reviews of security policy and technical compliance

| Objective: To ensure compliance of systems with organisational security policies and—\

standards.

)

The security of information systems must be reviewed regularly. Such reviews
should be performed against the appropriate security policies and the
infrastructural platforms and information systems should be audited for

compliance with security implementation standards.

12.2.1 Compliance with security policy

Management must ensure that all security procedures within their
respective areas of responsibility are followed correctly. In addition, all areas
within the municipality should be considered for regular review to ensure

compliance with security policies and standards. These should include the

following:

(a) information systems;

(b) systems providers;

(©) owners of information and assets;
(d) users; and

(e) management.

Owners of information systems should support regular reviews of the
compliance of their systems with the appropriate security policies, standards

and any other security requirements, including monitoring of system usage.

12.2.2 Technical compliance checking
Information systems should be checked regularly for compliance with
security implementation standards. Technical compliance checking involves
the examination of operational systems to ensure that hardware and
software controls have been correctly implemented. This type of compliance
checking usually requires specialist technical assistance and should be
performed manually (supported by appropriate software tools, if necessary)
by an experienced system engineer or by an automated software package

e
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that generates a technical report for subsequent interpretation by a technical

specialist.

Any technical compliance check should only be carried out by, or under the

direct supervision of, competent, authorized persons.

12.3 System audit considerations

| Objective: To maximise the effectiveness of and to minimise interference to/from the

system audit process.

Controls are necessary to safeguard operational systems and audit tools during

system audits. Protection is also necessary to safeguard the integrity and

prevent misuse of audit tools.

12.3.1 System audit controls

Audit requirements and activities involving checks on operational systems

must be carefully planned and agreed to minimize the risk of disruptions to

business processes. The following should be observed:

(@)
(b)
(c)

(d)

audit requirements should be agreed with appropriate management;
the scope of the checks should be agreed and controlled,;

the checks must be limited — as far as possible - to read-only access

to software and data;

access other than read-only should only be allowed for isolated copies

of system files, which should be erased once the audit is completed;

Municipal Information Systems (MIS) resources for performing the

checks should be explicitly identified and made available;

requirements for special or additional processing should be identified

and agreed;

all access should be monitored and logged to produce a reference

trail; and

all procedures, requirements and responsibilities should be

documented.
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12.3.2 Protection of system audit tools

Access to system audit tools, i.e., software or data files, should be protected
to prevent any possible misuse or compromise. Such tools should be
separated from development and operational systems and not held in tape

libraries or user areas, unless given an appropriate level of additional

protection.
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