PIXLEY ka SEME DISTRICT
MUNICIPALITY

User Access Management Policy



Table of Contents

1. TERMS AND DEFINITIONS....cootticrorreeieireeitts sttt bt ess e s e e e s e s s s senn s st esaan e sssannneessanee
2. USE OF LEGISLATION AS GUIDELINE .....ccoriiiiiiiiniiniiiieiiitie ittt snie e nstn e s s s s s e snn s e e noreees
3. INTRODUCTION ..cetiiciccteeeccer e eeersiie s sars st s st s s b s s b s s bbb s b e s sabr s s ar e e s aaae s s da e s ed e e n e e e s b e e bea s bt aaseaa st e e sneans
4, THE OBJECTIVE OF THE POLICY ..eerriieeiieenreieicreticiiiiiesnisten s cesee s senbe e s e e s s tia e e s e s san s see st e s s snan s s s mn s sannn e s nnnes
T 0 1 - O PP PP
6.  NEW USER REGISTRATION ..cereiiiiiriiiiieiietieiiiitie it ie ettt st s snn e s nn s v s n e s sa s s e ssmnesessenasies
7.  TERMINATED USER REMOVAL .....ooiiiiiiitiiiiiiiieiieee ittt st sase s asae s sae s st
8.  USER PERMISSION OR ROLE CHANGE REQUEST .....cooveiiiiiiiritrie sttt
9.  USER PASSWORD CHANGE REQUEST .....ccoiriiiiiiiiiiiiiiiei i sebisests s s smn s s cassmsnesaseensanenenns
10. NETWORK USER ACCESS RIGHTS ...coeiimrriceeccirnitiisinniiss ittt eitet e s e sbissa st s e e s s s ssann e s
11. APPLICATION USER ACCESS RIGHTS ASSIGNMENT ....oovriietee it
12. DATABASE USER ACCESS RIGHT ASSIGNMENT .....ooiii et ae e
13. REVIEWING USER ACCESS RIGHTS AND PERMISSIONS........cooiiiiiiaicieerscrecscnn e
14. BREACH OF THE POLICY ...coiiiiiiiiiiiiiiiii it sane s s e s st s s s s s st e bs s b s san s
15. POLICY REVIEW ...coeicceeirerreerereie s rece et ec s st e bbb e e me s sans s e s e e st e s s n e e s r e e e e n e e st e s s basesnasasnstesaness

e

Page20f?7



1. TERMS AND DEFINITIONS

Access Rights - Permissions granted to a user or system that determine what information
or systems can be accessed and what actions can be performed.

Authentication - The process of verifying the identity of a user, device, or system before
access is granted.

Authorization - The process of granting a user permission to access specific resources or
perform certain actions after authentication.

User Access Management - The process of managing the creation, modification, review,
and removal of user access rights to systems and information resources.

Least Privilege Principle - A security principle whereby users are granted only the
minimum level of access necessary to perform their duties.

Segregation of Duties - The practice of dividing responsibilities among different
individuals to reduce the risk of error, fraud, or unauthorized activity.

Privileged Account - An account with elevated permissions allowing administrative or
system-level changes.

2. USE OF LEGISLATION AS GUIDELINE

The legislation, regulations, standards, and frameworks referenced in this policy are
included to provide guidance and alignment with recognized best practices and governance
principles. These references are not intended to replace or act as regulatory or statutory
requirements within this policy. All legislation and standards listed shall be interpreted as
amended, replaced, or superseded from time to time.

The following legislations, amongst others, were considered in the drafting of this policy:

Constitution of the Republic of South Africa Act, Act No. 108 of 1996;

Copyright Act, Act No. 98 of 1978;

Electronic Communications and Transactions Act, Act No. 25 of 2002;

Municipal Finance Management Act, Act No. 56 of 2003;

Municipal Structures Act, Act No. 117 of 1998;

Municipal Systems Act, Act No. 32, of 2000;

National Archives and Record Service of South Africa Act, Act No. 43 of 1996;

Promotion of Access to Information Act, Act No. 2 of 2000;

Protection of Personal Information Act, Act No. 4 of 2013;

Regulation of Interception of Communications Act, Act No. 70 of 2002; and

Treasury Regulations for departments, trading entities, constitutional institutions and

public entities, Regulation 17 of 2005.

Control Objectives for Information Technology (COBIT) 2019;

o IS0 27002:2022 Information technology — Security techniques — Code of practice
for information security controls; and

o King IV Code of Governance
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3. INTRODUCTION

Information security is becoming increasingly important to the Municipality, driven in part by
changes in the regulatory environment and advances in technology. Information security
ensures that ICT systems, data and infrastructure are protected from risks such as
unauthorised access, manipulation, destruction or loss of data, as well as unauthorised
disclosure.

4. THE OBJECTIVE OF THE POLICY

The objective of the policy is to define the user access management control measures for
the Municipality’s ICT systems, information and infrastructure where it would apply to both
the Municipal users and Service Providers. This policy seeks to further ensure that it protects
the privacy, security and confidentiality of the Municipality’s information. The main objective
of this policy is to provide the Municipality with best practice User Access Management
controls and procedures to assist the Municipality in securing their User Access
Management procedure.

5.SCOPE

The User Access Management Policy has been developed to guide and assist the
municipality to be aligned with internationally recognised best practice User Access
Management controls and procedures. This policy further recognizes that the municipality
is diverse and therefore adopts the approach of establishing principles and practices to
support and sustain the effective control of User Access Management in the Municipality.

The policy applies to everyone in the municipality, including its service providers/vendors. It
is crucial to the operation and security of ICT systems of the Municipality. The policy covers
the following elements of user access management:

* New user registration;

»  Terminated user removal;

= User permission/role change request;

» User access rights assignment for networks, operating systems, databases and
applications;
Reviewing user access permissions; and
» User and administrator activity monitoring.

6. NEW USER REGISTRATION

= A formalised user registration process must be implemented and foliowed in order to
assign access rights.

= All user access requests must be formally documented, along with the access
requirements, and approved by authorised personal by making use of the user
access request form.

» Once the requirements have been requested and signed off by the departmental
manager, the form must be sent to the ICT support services for approval following
which the activation of the employee based on the specified requirements will be
completed.

= The form must then be kept and filed for record keeping purposes. User access must
only be granted once approval has been obtained.

» All users must be assighed unique user Ids (username) in order to ensure
accountability for actions performed.
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7. TERMINATED USER REMOVAL

A formalised user termination process must be implemented and followed in order to
revoke access rights.

All user termination requests must be formally documented and approved by duly
authorised personnel. Access must be disabled immediately, with accounts being
removed after 6 months once authorisation has been obtained by line manager.
The form must be sent to the service provider/line manager for access revocation to
be signed off. Once access revocation has been signed off, the form must be sent to
the IT Support Officer for approval and deactivation of employee based on specified
requirements. The form must then be kept and filed for record keeping purposes.

8. USER PERMISSION OR ROLE CHANGE REQUEST

A formalised user access management process must be implemented and followed
in order to adjust user access rights.

All user access change requests must be formally documented, along with their
access requirements, and approved by duly authorised personnel.

Access must only be granted once approval has been obtained by the respective line
manager.

The form must be sent to the service provider/line manager for access requirements
to be signed off. Once the access requirements have been signed off, the form must
then be sent to the IT Support Officer for approval and adjustment of employee’s
access rights based on specified requirements. The form must then be kept and filed
for record keeping purposes. User access rights that are no longer required must be
removed immediately.

9. USER PASSWORD CHANGE REQUEST

A formalised user access management process must be implemented and followed
in order to change user passwords.

All user password change requests must be formally documented, along with their
reason for password change, and approved by duly authorised personnel.

The form must be sent to the IT Support Officer for approval. The form must then be
kept and filed for record keeping purposes.

NETWORK USER ACCESS RIGHTS

Access to the Municipality’s network must only be allowed once a formal user
registration process has been followed.

RAS/VPN access must only be granted to users who require the service to fulfil their
business function.

Best practice states that RAS access must only be granted to employees who require
remote access to a system in order to administer the environment.

Best practice states that VPN access must only be granted to employees who:

(a) Work remotely (Not at the office);

(b) Work overtime, or not within regular office hours.
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11. APPLICATION USER ACCESS RIGHTS ASSIGNMENT

Segregation of duties must be practiced, in such a way that application administrators
cannot perform general user tasks on an application. This is to prevent any fraudulent

activity from taking place.
Application administrators must remain independent of the department utilising the

application, with the exception of the IT Support Unit.

12. DATABASE USER ACCESS RIGHT ASSIGNMENT

* The IT Support Officer must limit full access to databases (e.g. sysadmin server role,
db_owner database role, built-in login etc.) to staff that need this access. Municipal
employees who use applications may not have these rights to the application's
databases.

= The IT Support Officer must ensure that Municipal employees who access databases
directly (e.g. through ODBC) only have read access.

* The ICT Steering Committee must approve all instances where Municipal employees
have edit or execute access to databases.

13. REVIEWING USER ACCESS RIGHTS AND PERMISSIONS

» User access must be reviewed bi-yearly (6 months) by system administrators.

»  When there are service terminations, HR must send a list of all terminated employees
to the IT Support Unit. This list must be used to ensure that all terminated users have
had their access revoked. Should one or more terminated users still have access to
the environment, an investigation into the finding must be conducted.

= All reviews must be formally documented and signed off by the IT Support Officer or
Unit manager. Documentation must be kept for record keeping purposes.

14. BREACH OF THE POLICY
Any failure to comply with the rules and standards set out herein will be regarded as
misconduct and/or breach of contract. All misconduct and/or breach of contract will be
assessed by the Municipality and evaluated on its level of severity. Appropriate disciplinary
action or punitive recourse will be instituted against any user who contravenes this policy.
Actions include, but are not limited to:

» Revocation of access to Municipal systems and ICT services;

» Disciplinary action in accordance with the Municipal policy;

» Punitive recourse against the service provider/vendor as stated in the service

provider/vendor’'s SLA with the Municipality.

15. POLICY REVIEW

The policy will be reviewed as needed or when significant changes to the Municipal systems
takes place and recommended changes must be approved by Council.
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