PIXLEY KA SEME DISTRICT MUNICIPALITY

RISK MANAGEMENT FRAMEWORK
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1. RISK MANAGEMENT PHILOSOPHY

The Pixley Ka Seme District Municipality is committed to the optimal management
of risk in order to protect our core public service values, achieve our vision,
objectives and deliver on our core business.

The municipality recognises structured risk management as an integral part of
responsible management and the Municipality therefore adopts an enterprise-wide
integrated approach management of risk. The features of this process are outlined
in the Municipality's Risk Management Policy. It is expected that all departments
[sections, operations and processes will be subject to the risk management policy, it
is the intention that these departments/sections will work together in a consistent and
integrated manner, with the overall objective of reducing and avoiding risk, as far as
reasonably practicable.

In the course of conducting our day-today business operations, we are exposed to
variety of risks. These risks include operational and other risks that are material and
require comprehensive controls and on-going oversight.

Enterprise risk management enables management to effectively manage the
uncertainty associated risk and opportunity, enhancing the capacity to build value.
Value is maximised when management sets strategy and objectives to strike an
optimal balance between growth and return goals and related risk, and efficiently
deploys resources in pursuit of the municipality objectives.

Furthermore, the Municipality recognizes that effective Risk Management is
important for the fulfilment of its mission of providing an integrated municipal
governance system for the improved quality of life for its communities, and ensure

» The highest standard of service delivery;

» A management system containing the appropriate elements aimed at
minimizing risks and costs in the interest of all stakeholders;

» Education and training of all our staff to ensure continuous improvement in
knowledge, skills and capabilities which facilitates consistent conformance to
the stake holder expectations and;

« Maintaining an environment which promotes the right attitude and sensitivity
towards internal and external stakeholder's satisfaction.

« Council is responsible for oversight of the risk management process and has
delegated its day-to-day implementation to the Accounting Officer. The
Accounting Officer, who is accountable for the overall governance of the
municipality's risks, has delegated this role to the Risk Officer who acts as a

designated Enterprise Risk Management Official.
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The Risk Officer will ensure that the framework is implemented and that the council

and Risk Management Committee receive appropriate reporting on the municipality's
risk profile and risk management process. Management will execute their
responsibilities outline in the risk management strategy. Al other officials are
responsible for incorporating risk management into their day-to-day activities.

2. INTRODUCTION

Through this Risk Management Framework, the Municipality puts its commitment
to implement and maintain an effective, efficient and transparent system of risk
management. The process of risk management is aligned to the principles as set
out in the Public Sector Risk Management Framework, King Il and other risk
management best practices and also supported by the Municipal Finance
Management Act (MFMA), Act no 56 of 2003.

3. KEY DEFINITIONS

Accounting Officer/ MM - The Municipal Manager

Audit Committee - An independent committee constituted to review the control,
governance and risk management within the institution, established in terms of
section 77 of the PFMA, or section 166 of the MFMA.

KPI'S — key performance indicators

Risk — The uncertain future event that could influence the achievement of
municipality s strategic and business objectives

Risk Appetite - The amount of residual risk that.the Institution is willing to accept

Risk Champion - A person who by virtue of his/her expertise or authority champions
a particular aspect of the risk management process, but who is not the risk owner.

Risk Factor - Any threat or event which creates, or has the potential to create risk.

Risk Management - A systematic and formalised process to identify, assess, manage
and monitor and report risks to ensure the achievement of objectives

Risk Management Committee - A committee appointed by the Accounting Officer to
review the Institution's system of risk management.

Risk Owner - The person accountable for managing a particular risk

Risk Mitigation — After comparing the risk score with the risk tolerance, risk with
unacceptable levels of risk will require treatment plan (additional action to be taken
by management)

Risk Tolerance - The amount of risk the Institution is capable of bearing (as opposed
to the amount of risk it is willing to bear)

PSRM Framework - The Public Sector Risk Management Framework
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Risk Response — The strategies developed by management in order to manage,
reduce or eliminate the threats and events that create risks.

Event — an incident or occurrence from internal or extemal source that affects the
achievement of the municipality's objectives
Impact —'the effect of an event - The effect of an event can be positive or negative.

A negative event is called a risk

Key Risks — Risks that are rated high on an inherited level. These are risks that
pose serious threats to the municipality.

Likelihood/probability — the probability of the event occurring.

Risk measure — the impact and the likelihood of risk to happen

Inherent Risk — The impact that the risk will have on the achievement of objectives,
if the current controls that are in place are not considered and implemented to
mitigate the risk

Risk profile/register — The risk profile outlines the number of risks, type of risk and
potential effects of the risk. This outline will allow the municipality to anticipate
additional costs or disruptions to operations. And also describes the willingness of a
company to take risks and how those risks will affect the operational strategies of
the municipality.

4. LEGISLATIVE BACK GROUND

Section 62(1)(a) of the MFMA Act states that "the accounting officer of the
municipality is responsible for managing the financial administration of the
municipality and for this purpose take all reasonable steps to ensure the municipality
has and maintains effective, efficient and transparent systems of the financial and
risk management internal control"

Section 3.2.1 of the treasury regulation states that "the accounting officer must
ensure that a risk assessment is conducted regularly so as to identify emerging risks
of the institution. A risk management strategy, which must include a fraud prevention
plan, must be used to direct the internal audit effort and priority"

The Public Sector Risk Management Framework has been developed in response
to the requirements of the Public Finance Management Act and Municipal Finance
Management Act for Institutions to implement and maintain effective, efficient and
transparent systems of risk management and control.

Section 41 of the Municipal Supply Chain Management Regulations states inter alia
that, a Supply Chain Management Policy must provide for an effective system of risk
management for identification, consideration and avoidance of potential risks in the
supply chain management system.
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Chapter 4 of the King 3 report of Corporate Governance also give emphasis on the
accountability of the leadership structure to ensure that it is satisfied with
management of risk.

5. SCOPE AND APPLICATION

e This Framework applies to all employees of the Pixley Ka Seme District
Municipality (including employees who are employed on a fixed-term contract, in
tems and learners).

e Since effective risk management is the responsibility of all officials in the
Municipality, it is of vital importance that it be incorporated into Senior Managers'
performance agreements as well as job descriptions of key personnel

6. APPROACH TO RISK MANAGEMENT

An entity-wide approach to risk management will be adopted by the municipality
meaning that every key risk in each part of the municipality will be included in a
structured and systematic process of risk management. The following key principles
outline the Municipality's approach to risk management:

The Municipality will periodically identify and assess its risks and closely monitor the
implementation of interventions aimed at reducing the potential negative impacts of
risks guided by the Public Sector Risk Management Framework.

Awareness and understanding of the Enterprise risk management process will be
established at all of the appropriate levels of the municipality, with the aim of
establishing a culture of risk management across the municipality.

Risk management processes will become embedded into the Municipality's systems
and processes, ensuring that its responses to risk remain current and dynamic.

All risk management efforts will be focused on supporting the Municipality's strategic
objectives and ensure compliance with relevant legislation, while fulfiling the
expectations of employees, communities and other stakeholders in terms of
corporate governance
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7. ROLES AND RESPONSIBILITIES

The roles and responsibilities of role players in the management process are as
follows:

7.1 RISK MANAGEMENT OVERSIGHT
7.1.1 COUNCIL

The council is responsible for the governance of risk. Council takes an interest in
risk management to the extent that it is pleased that properly established and
functioning systems of Risk Management are in place for the protection of the
Pixley Ka Seme District Municipality against any uncertainties.

7.1.2 AUDIT COMMITTEE

The audit committee is an independent committee, responsible to oversee the
municipality’s control, governance and risk management.

The audit committee's primary responsibility is providing an independent and
objective view of the effectiveness of the municipality's risk management process to
the council and to provide recommendations to the Municipality Manager for
continuous improvement and management of risks. They;

o Ensure that combined assurance is given to address all significant risks facing
the municipality.

« Provide the accounting officer with independent monitoring, advice and
direction in respect of risk management

« Ensure that all risk including, I.T, fraud and corruption have been properly
addressed

« Evaluate the effectiveness of Internal Audit in its responsibilities for Risk
Management

+ Advice council on Risk Management matters
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7.1.3 RISK MANAGEMENT COMMITTEE

The Risk Management committee's role is to review the Risk Management progress
and maturity of the municipality, the effectiveness of Risk Management activities, the
key risks facing the municipality and responses to address these key risks. The
committee must perform the following tasks;

« Formally define its roles and responsibilities with respect to risk management in

7.2
7.21

its charter

Provide timely and useful reports to the MM on the state of ERM, together with
recommendations

Share risk information with the Audit Committee

Assess implementation of Risk Management Policy and strategy

Measure and understand the municipality's overall exposure to fraud and
corruption and ensure that proper processes are in place to prevent these
risks from materialising « Develop KPI's for the MMS approval

RISK IMPLEMENTERS
ACCOUNTING OFFICER

Section 62(1)(a) of the MFMA Act states that "the accounting officer of the
municipality is responsible for managing the financial administration of the
municipality and for this purpose take all reasonable steps to ensure the municipality
has and maintains effective, efficient and transparent systems of the financial and
risk management internal control

Other roles and responsibilities include

Setting the tone at the top by supporting risk management and allocating
resources towards the implementation thereof

Approving the risk management committee charter, risk assessment
methodology risk management strategy and risk management implementation
plan s Influencing the municipality risk awareness culture

Hold officials accountable for their specific risk management responsibilities «
Provide leadership and guidance
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7.2.2 MANAGEMENT

Senior managers play role in ensuring that risk management is incorporated in
day-to-day operations of the municipality. Managers must ensure they
integrate Risk Management into the planning, monitoring and reporting
processes their programmes and activities.

« Implement Risk Management culture where every official is encouraged to
practice risk management on their day-to-day programmes and activities.

« Assists the Municipal Manager in discharge of his/her duties in regards to risk
management.

« Promote risk awareness in their departments and risks inherent in and related
to their respective tasks and encouraged to minimise the likelihood of those
risks occurring.

« Maintain a co-operative relationship with the risk officer and risk champions

« Hols officials accountable for their specific Risk Management responsibilities

7.2.3 OTHER OFFICIALS

Other officials are responsible for integrating Risk Management into their day-to-day
activities
i.e. by ensuring conformance with controls and compliance to procedures.

« Apply the Risk Management process in their respective functions
Cooperate with other roles players in the Risk Management process

e Take time to read and understand the content in the Risk Management policy,
but more importantly understanding their roles and responsibilities in the Risk
Management
process

« Inform their supervisors and Risk Management Unit of new risks and
significant changes

7.3 RISK MANAGEMENT SUPPORT
7.3.1 RISK OFFICER

The Risk Officer is the custodian of the Risk Management strategy and co-ordinator
for the Pixley Ka Seme District Municipality and his responsibilities are;

« Research and develop the risk rating scales

« Avail the approved Risk Register to Internal Auditors on request

« Consolidate risks identified by the various Risk Champions

« Coordinate the implementation of response strategies

« Participate with Internal Audit, Management and AG in developing the
combined assurance plan

« Continuously drive ERM to higher levels of maturity
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7.3.2 RISK CHAMPION

The Risk Champion assists the Risk Officer facilitate the risk assessment and
manage risks within their area of responsibility to be within the risk appetite. Risk
Champions;

« Facilitate operational risk workshops for the area of responsibility with the
assistance of the Risk Officer

« Assists the risk owner to resolve risks

« Coordinate the implementation of action plans for the risk and report on any
developments regarding the risk

» Add value to the Risk Management process by providing guidance and support
to manage problematic risks and risks of a transversal nature that require a
multiple participation approach.

8. RISK MANAGEMENT STRATEGY

The Pixley Ka Seme District Municipality risk management strategy is aimed at
outlining a plan on how Municipality will go about implementing its risk management
policy. This strategy is informed by the risk management policy and the Municipal's
risk profile.

8.1 PROPOSED STRUCTURAL CONFIGURATION

(Unit responsible for risk)
The Risk Management Unit resides within the sphere of the Municipal Manager,
responsible for coordination of all risk management activities in the Municipality.
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The structure is illustrated as follows:

OFFICE OF THE
MUNICIPAL
MANAGER

RISK

MAMNAGEMENT
COMMITTEE

8.2 RISK MANAGEMENT PROCESSES

The process of managing risk is a structured approach for incorporating risk
management into the daily, broader management process. Risk management
is more than an exercise of risk avoidance. It is as much about identifying
opportunities as avoiding or mitigating losses.

Risk management is an ongoing process at every level, and consists of eight
interrelated components, namely:

The control environment;

» Objective setting;

+ Risk identification;
+« Risk assessment;

» Risk management strategy;
oInformation and communication;

» Control activities; and

» Monitoring



8.3 RISK ASSESSMENT

Risk assessment will be conducted annually. When a need arises, on half yearly
basis, reassessment of existing risks may be done as well as identification of
new/emerging risks using various risk identification methodologies suitable to the
Municipality.

8.4 RISK REPORTING STANDARDS
The Risk Officer, in consultation with management has a responsibility to design a

system that will enable identification and reporting of new/emerging risks as well as
mitigation of existing risks.

8.5 RISK TOLERANCE LEVEL
It is the amount of risk that the Municipality is prepared to accept, tolerate or be

‘exposed to at any point in time.

Rationale on which Municipality needs to determine the risk tolerance level

Management should have sufficient guidance on the levels of risks that are legitimate
for them to take during execution of their duties.

By clearly articulating the risk tolerance level, it will among other things assist
Municipality in:

« Showing how different resource allocation strategies can add to or lessen the
burden of risk

» Enhancing decision making processes
« Improved understanding of risk-based audits
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8.6 TREATMENT OF RISKS - RISK MITIGATION
8.6.1 Risk treatment options

If the risk is not acceptable, measures must be put in place to mitigate it.

The following risk treatment options (4Ts) are available and can be applied
depending on the nature/type of risk as well as taking into cognizance the nature of
services rendered within the Directorate:

« Treat

» Tolerate
e« Terminate
« Transfer

8.6.2 Risk treatment/ mitigation action plan

The Risk Officer, in consultation with management has a responsibility to design a
risk mitigation plan that will ensure that material risks to which Municipality is
exposed are addressed.

9. MONITORING OF THE ACHIEVEMENTS OF THE RISK MANAGEMENT
STRATEGY

9.1 Monitoring is one of the integral parts of risk management as it provides
information that assists with making effective decisions in advance of the risks
occurring. It is a process that systematically tracks and evaluates the effectiveness
of risk mitigation options and assists in identifying new risks.

9.2 Risk monitoring must not be construed as a problem-solving technique, but
rather, a proactive technique to observe the results of risk mitigation. However,
this does not mean that it does not provide room for capturing lessons learnt for
future risk assessments and allocation efforts.

9.3 The Risk Management Committee is responsible for evaluation of risk
management processes as well as the risk management strategy to ensure that
it produces sustainable outcomes as envisaged.
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9.4 The objectives are to determine if:

¢ risk mitigation action plans have been implemented
as planned

e risk mitigation action plans are as effective as
expected

¢ level of risk priority has changed from its prior state

¢ a risk event has occurred

¢ proper policies and procedures were followed

¢ risks not previously identified have occurred

Risk Matrix

The risk matrix below as per the risk rating guide above will depict the risk indices
that result from assessing the likelihood and impact, the matching risk magnitude
categories the risk indices as high, medium or low:

RISK
INDEX MAGNITUDE




The followmg dlagram differentiates between inherent and residual risk exposures;
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20. CONCLUSION

Support of Senior Management is required to ensure the success of the risk
assessment exercise.

21. APPROVAL OF THE POLICY

The approval of this framework lies with the Pixley Ka Seme District Municipality
council, on the recommendation by the Risk Management Committee and the
Accounting Officer.

RECOMMENDED BY: RISK MANAGEMENT COMMITTEE:

ACCOUNCTING OFFICER: MR ISAKVISSER........ccooovii

REVIEWED BY COUNCIL: 23 MARCH 2026
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EXECUTIVE MAYOR:

DATE POLICY APPROVED: 28 MAY 2026
RESOLUTION: R 2026-05-28 (19.3)
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